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Fortinet FCP_FAZ AD-7.4 Priifungsplan:

Thema Einzelheiten
¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
Therm 1 FortiAnalyzer systers. It includes tasks like performing initial configurations, setting up high-availability
systers, and configuring RAID for storage.
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¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Administrative Domains (ADOMs). It covers tasks such as setting user
Thema 2 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
admunistrative privileges within FortiAnalyzer systemns.

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
Therma 3 devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting communication issues.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

Thema 4 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

Fortinet FCP - FortiAnalyzer 7.4 Administrator FCP_FAZ AD-7.4
Priifungsfragen mit Losungen (Q113-Q118):

113. Frage
Refer to the exhibit.

FortiAnalyzer packet capture on Wireshark
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Frame 131: 1003 bytes on wire (8024 bits), 1003 bytes captured (8024 bits)
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The capture displayed was taken on a FortiAnalyzer.
Why is a single IP address shown as the source for all logs received?

A. The logs belong to devices that are part of a high availability (HA) cluster.
B. The device sending logs has two VDOM s in the same ADOM.

C. FortiAnalyzer is receiving logs from the root FortiGate ofa Security Fabric.
D. FortiAnalyzer is using the device MAC addresses to differentiate their logs.

Antwort: C

In a Fortinet Security Fabric, logs from downstream devices can be sent to FortiAnalyzer through the root FortiGate. This is why all
the logs have the same source IP address (the root FortiGate). The root FortiGate aggregates and forwards the logs fromall
downstream devices, so the source IP in the log capture will appear to be from the root FortiGate itself, even though the logs
originate from multiple devices within the fabric.



114. Frage
Which two statements are true regarding FortiAnalyzer operating modes? (Choose two.)

¢ A, When in collector mode, FortiAnalyzer collects logs from multiple devices and forwards these logs in the original binary
format.

¢ B. Collector mode is the default operating mode.

e C. When in collector mode. FortiAnalyzer supports event management and reporting features.

¢ D. By deploying different FortiAnalyzer devices with collector and analyzer mode in a network, you can improve the overall
performance of log receiving, analysis, and reporting

Antwort: AD

Begrindung;
Reference:
https:/docs.fortinet.conm/document/fortianalyzer/7.0.0/administration- guide/3 1 2644/analyzer-collector-collaboration

115. Frage
What is the best approach to handle a hard disk failure on a FortiAnalyzer that supports hardware RAID?

A. Shul down FortiAnalyzer and replace the disk.

B. Run execute format disk to format and restart the FortiAnalyzer device.
C. Performa hot swap of'the disk.

D. There is no need to do anything because the disk will self-recover.

Antwort: C

Begrindung;

In systems that support hardware RAID, hot swapping allows for the replacement of a failed disk without shutting down the system
This capability is crucial for maintaining uptime and ensuring data redundancy and availability, especially in critical environments. The
RAID controller rebuilds the data on the new disk using redundancy data from the other disks in the array, ensuring no data loss and
mmnimal impact on system performance.

In the context of a FortiAnalyzer unit equipped with hardware RAID support, the optimal approach to addressing a hard disk failure
is to performa hot swap of'the disk. Hardware RAID configurations are designed to provide redundancy and fault tolerance,
allowing for the replacement of a failed disk without the need to shut down the system. Hot swapping enables the administrator to
replace the faulty disk with a new one while the system s still running, and the RAID controller will rebuild the data on the new disk,
restoring the RAID array to its fully operational state.

Reference: FortiAnalyzer 7.2 Admmnistrator Guide - "Hardware Maintenance" and "RAID Management" sections.

116. Frage

An administrator has configured the following settings:
config system fortiview settings

set resolve-ip enable

end

What is the significance of executing this command?

A. Use this command only if the source IP addresses are not resolved on FortiGate.

B. You nwst configure local DNS servers on FortiGate for this command to resolve IP addresses on Forti Analyzer.
C. It resolves the source and destination IP addresses to a hostname in FortiView on FortiAnalyzer.

D. It resolves the destination IP address to a hostname in FortiView on FortiAnalyzer.

Antwort: A

Begriindung;
Reference: https://community. fortinet.com/tS/Fortinet- Forum/Hostnames-in- FortiAnalyzer/m-p/95351?
n=156950



117. Frage
Which two actions should an administrator take to view Compromised Hosts on FortiAnalyzer? (Choose two.)

A. Make sure all endpoints are reachable by FortiAnalyzer.

B. Enable device detection on an interface on the FortiGate devices that are connected to the FortiAnalyzer device.
C. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to FortiAnalyzer.
D. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.

Antwort: C,D

Begrindung;

In order to configure IOC, you require the following:

* A one-year subscription to IOC. Note that FortiAnalyzer does include an evaluation license, but it is restrictive and only meant to
give you an idea of how the feature works.

* A web filter services subscription on FortiGate device(s)

* Web filter policies on FortiGate device(s) that send traffic to FortiAnalyzer Compromised Hosts or Indicators of Compromise
service (IOC) is a licensed feature.

To view Compromised Hosts, you must turn on the UTM web filter of FortiGate devices and subscribe your FortiAnalyzer unit to
FortiGuard to keep its local threat database synchronized with the FortiGuard threat database. See Subscribing FortiAnalyzer to
FortiGuard.

Ref': httpsz//docs.fortinet.com/document/fortianalyzer/6.4.0/administration- guide/ 1 3763 5/viewing-compromised- hosts
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