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HP#13

A customer wants to use the FortiAuthenticator REST API to retrieve an SSO group called SalesGroup. The following API call is
being made with the 'curl' utility:

Which two statements correctly describe the expected behawor of the Fort]Authentlcator REST API" (Choose two.)

e A This API call will fail because it requires that AP version 2
e B. Ifthe REST API web service access key is lost, it cannot be retrieved and must be changed.
e C. Only users with the "Full permission” role can access the REST API
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e D. The syntax is incorrect because the API calls needs the get method.
Eﬁ H A\ D

RN -

To retrieve an SSO group called SalesGroup using the FortiAuthenticator REST API, the following issues need to be fixed in the
API call:

* The API version should be v2, not v1, as SSO groups are only supported in version 2 of the REST APL

* The HTTP method should be GET, not POST, as GET is used to retrieve information from the server, while POST is used to
create or update information on the server. Therefore, a correct API call would look like this: curl -X GET -H "Authorization:
Bearer <token>" httpsz/fac.example.comvapi/v2/sso

/groups/SalesGroup References: https://docs. fortinet.com/document/fortiauthenticator/6.4. 1/rest-api- solution-
guide/927310/introduction https:/docs. fortinet.convdocument/fortiauthenticator/6.4. 1 /rest-api- solution-guide/927311/sso-groups

HM #14
You are troubleshooting a FortiMail Cloud service integrated with Office 365 where outgoing emails are not reaching the recipients'
mail What are two possible reasons for this problem? (Choose two.)

A. The FortiMail access control rules to relay from Office 365 servers public IPs are missing,

B. The FortiMail DKIM key was not set using the Auto Generation option.

C. A Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail Cloud FQDN.
D. The FortiMail access control rule to relay from Office 365 servers FQDN is missing,

Ef: A C

R -

FortiMail Cloud service is a cloud-based email security solution that integrates with Office 365 to provide protection against spam,
malware, phishing, data loss, etc. To use FortiMail Cloud service with Office 365, users need to configure both FortiMail Cloud
settings and Office 365 settings properly. One possible reason for outgoing emails not reaching the recipients' mailboxes is that the
FortiMail access control rules to relay from Office 365 servers public IPs are missing, This means that FortiMail Cloud service does
not recognize the Office 365 servers as authorized senders and rejects the outgoing emails. Users need to add the Office 365
servers public IPs to the FortiMail access control rules to allow relaying. Another possible reason for outgoing emails not reaching
the recipients' mailboxes is that a Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail
Cloud FQDN. This means that Office 365 does not route the outgoing emails to the FortiMail Cloud service for scanning and
delivery. Users need to create a Mail Flow connector from the Exchange Admin Center and specify the FortiMail Cloud FQDN as
the smart host. Reference: https://docs. fortinet.convdocument/fortimail-cloud/6.4.0/administration- guide/19662/mtegrating- fortimail-
cloud-with-office-365

B #15
Refer to the exhibit.
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FortiSwitch 448E, Switch 24

You are managing a FortiSwitch 3032E that is managed by FortiLink on a FortiGate 3960E. The 3032E is heavily utilized and there



is only one port free.

The requirement is to add an additional three FortiSwitch 448E devices with 10Gbps SFP+ connectivity directly to the 3032E. The
plan is to use split port (phy-mode) with QSFP28 mode to connect the new 448E switches.

In this scenario, which statement about the switch deployment is correct?

A. Additional ports on Switch 1 can be split for a maximum of 128 interfaces.

B. After enabling split ports and rebooting Switch 1, the new ports can be configured from the FortiGate.
C. The port most of Switch 1 must be changed to QSFP.

D. Switches 2-4 will connect successfully with Switch 1 split port in QSFP28 mode.

Ef#: C

HM #16
You nwst analyze an event that happened at 20:37 UTC. One log relevant to the event is extracted from FortiGate logs:

date=2022-07-11 time=10:37:08 eventtime=1657571829014946018 tZs"=:000" logid="0000000022"
type="traffic" subtype="forward" level="notice" vd="rool"{@rcip=10.100.91.12 srcport=51542
srcintf="port3" srcintfrole="lan" dstip=8.8.8.8 dstportz8§3 W@stifftf="portl" fstintfrole="wan"
srcuuid="2b4ee3fc-0124-51led-7898-eaelb990blec" dstuuid-*?bdee3fc-0124-51ed-7898-eaelb990blec"
srccountry="Reserved" dstcountry="United States" &essdenid=402530 proto=17 action="accept”
policyid=13 policytype="policy" poluuid="766bb040-0124-51ed-ca3a-eacceded289f" policyname="LAN Lo
Internet™ service="DNS" trandisp="snat" transip=40.100.64.101 transport=51542 appidl16195 app="DNS"
appcat="Network.Service" apprisk="elevated"(applist="default" duration=180 setbyte=45 rcvdbyte=120
sentpkt=1 rcvdpkt=1 srchwvendor="Fortinef" de¥type=-"Router" srcfamily="FortyGate" osname="FortyOS"
mastersrcmac="00:09:0f:00:03:01" srcma@-"00:09:0£:00:03:01" srcserver=0

ERTINET

The devices and the admmistrator are all located i different time zones Daylight savings time (DST) is disabled
* The FortiGate is at GMT-1000.

* The FortiAnalyzer is at GMT-0800

* Your browser local time zone is at GMT-03.00

You want to review this log on FortiAnalyzer GUI, what time should you use as a filter?

o A 173708
e B.2037:08
e C. 103708
e D. 123708

Ef#: D

fEE L
httpsv//community. fortinet.com/tS/FortiAnalyzer/ Technical- Note- Understanding- FortiAnalyzer-time-related- fields/ta-p/197569

2R #17
Refer to the exhibit.
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You are deploying a FortiGate 6000F. The device should be directly connected to a switch. In the future, a new hardware module
providing higher speed will be installed in the switch, and the connection to the FortiGate must be moved to this higher-speed port.
You must ensure that the nitial FortiGate interface connected to the switch does not affect any other port when the new module is
installed and the new port speed is defined.

How should the mitial connection be made?

A. Connect the switch on any interface between ports 21 to 24
B. Connect the switch on any interface between ports 5 to 8.
C. Connect the switch on any interface between ports 1 to 4
D. Connect the switch on any mterface between ports 25 to 28

Ef#: D
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