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¢ Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot
security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed

bEY 71 on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the

exam's focus on safeguarding critical AWS services and environments.
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¢ Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating

bEY 72 compliance and identifying security gaps through architectural reviews and cost analysis, essential for

implementing governance aligned with certification standards.

¢ Security Logging and Monttoring; This topic prepares AWS Security specialists to design and implement
FEY 23 robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging
solutions and analyzing logs to enhance threat visibility.

Amazon AWS Certified Security - Specialty 58 &8 SCS-C02 &4 5% /& (Q157-
Q162):

HR #157

A website currently runs on Amazon EC2, wan mostly statics content on the site. Recently the site was subjected to a DDoS attack
a security engineer was (asked was redesigning the edge security to help Mitigate this risk in the future.

What are some ways the engineer could achieve this (Select THREE)?

A. Use IAM WAF security rules to inspect the inbound trafc.

B. Change the security group conguration to block the source of the attack trafc

C. Use Amazon Inspector assessment templates to inspect the inbound traffic.

D. Use IAM X-Ray to inspect the trafc going to the EC2 instances.

E. Move the static content to Amazon S3, and front this with an Amazon Cloud Front distribution.
F. Use Amazon Route 53 to distribute trafc.

IFf#: A\ E. F
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A development team is creating an open source toolset to manage a company's SaaS application. The company stores the code in a
public repository so that anyone can view and download the toolset's code.

The company discovers that the code contains an IAM access key and secret key that provide access to internal resources in the
company's AWS environment.

A security engineer must implement a solution to identify whether unauthorized usage of the exposed credentials has occurred. The
solution also must prevent any additional usage of the exposed credentials.

‘Which combination of steps will meet these requirements? (Select TWO.)

¢ A Generate an [AM credential report. Check the report to determine when the user that owns the access key last logged in.

¢ B. Deactivate the exposed IAM access key from the user's JAM account.

e (. Use AWS Identity and Access Management Access Analyzer to determine which resources the exposed credentials
accessed and who used them

¢ D. Create a rule in Amazon GuardDuty to block the access key in the source code from being used.

¢ E. Create a new IAM access key and secret key for the user whose credentials were exposed.

.EE%: B\ C
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* A. IAM Access Analyzer helps track and evaluate which resources were accessed and by which principals, aiding in investigating
the blast radius.

* B. Deactivating the access key is the first and most critical step to immediately prevent firther usage of the compromised
credentials.

This is consistent with AWS incident response playbooks, which emphasize immediate revocation and impact analysis.

H #159

A company developed an application by using AWS Lambda, Amazon S3, Amazon Simple Notification Service (Amazon SNS),
and Amazon DynamoDB. An external application puts objects into the company's S3 bucket and tags the objects with date and
time. A Lambda function periodically pulls data from the company's S3 bucket based on date and time tags and nserts specific
values into a DynamoDB table for further processing,




The data includes personally identifiable information (PII). The company must remove data that is older than 30 days from the S3
bucket and the DynamoDB table.
‘Which solution will meet this requirement with the MOST operational efficiency?

¢ A Update the Lambda finction to add a TTL S3 flag to S3 objects. Create an S3 Lifecycle policy to expire objects that are
older than 30 days by using the TTL S3 flag.

¢ B. Create an S3 Lifecycle policy to expire objects that are older than 30 days. Update the Lambda function to add the TTL
attribute in the DynamoDB table. Enable TTL on the DynamoDB table to expire entries that are older than 30 days based on
the TTL attribute.

e C. Create an S3 Lifecycle policy to expire objects that are older than 30 days by using object tags.Update the Lambda
function to delete entries that are older than 30 days.

¢ D. Create an S3 Lifecycle policy to expire objects that are older than 30 days and to add all prefixes to the S3 bucket.
Update the Lambda function to delete entries that are older than 30 days.

IEf#: B
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H #160
A company needs to retain tog data archives for several years to be compliant with regulations. The tog data is no longer used but It
nust be retained What Is the MOST secure and cost-effective solution to meet these requirements?

e A. Archive the data to Amazon S3 and apply a restrictive bucket policy to deny the s3 DeleteOotect API

¢ B. Archive the data to Amazon S3 and replicate it to a second bucket in a second IAM Region Choose the S3 Standard-
Infrequent Access (S3 Standard-1A) storage class and apply a restrictive bucket policy to deny the s3 DeleteObject API

e C. Migrate the log data to a 16 T8 Amazon Elastic Block Store (Amazon EBS) volume Create a snapshot of the EBS volume

¢ D. Archive the data to Amazon S3 Glacier and apply a Vault Lock policy

iFf@E: D
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A company is attempting to conduct forensic analysis on an Amazon EC2 instance, but the company is unable to connect to the
instance by using AWS Systems Manager Session Manager. The company has installed AWS Systenms Manager Agent (SSM
Agent) on the EC2 nstance.

The EC2 mstance is in a subnet na VPC that does not have an internet gateway attached. The company has associated a security
group with the EC2 instance. The security group does not have inbound or outbound rules. The subnet's network ACL allows all
mbound and outbound traffic.

‘Which combination of actions will allow the company to conduct forensic analysis on the EC2 instance without compromising
forensic data? (Select THREE.)

A. Update the EC2 instance security group to add a rule that allows inbound traffic on port 443 to the VPC's CIDR range.
B. Create an EC2 key pair. Associate the key pair with the EC2 instance.

C. Create a VPC interface endpoint for Systems Manager in the VPC where the EC2 instance is located.

D. Create a VPC mterface endpoint for the EC2 instance in the VPC where the EC2 instance is located.

E. Update the EC2 instance security group to add a rule that allows outbound traffic on port 443 for

0.0.0.0/0.

e F. Attach a security group to the VPC interface endpoint. Allow inbound traffic on port 443 to the VPC's CIDR range.

IEf#: A. B. D
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