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Cisco Securing Networks with Cisco Firepower Sample Questions (Q229-
Q234):
NEW QUESTION # 229 
Refer to the exhibit.
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A company is deploying a pair of Cisco Secure Firewall Threat defence devices named FTD1 and FTD2.
FTD1 and FTD2 have been configured as an active/standby pair with a failover link but without a stateful link. What must be
implemented next to ensure that users on the internal network still communicate with outside devices if FTD1 fails?

A. Set maximum secured addresses to two on the switch interfaces on FTD1 and FTD2.
B. Configure the spanning-tree PortFasI feature on SW1 and FTD2
C. Disable port security on the switch interfaces connected to FTD1 and FTD2.
D. Connect and configure a stateful link and thon deploy the changes.

Answer: D

Explanation:
In a failover configuration with Cisco Secure Firewall Threat Defense (FTD) devices, ensuring that users on the internal network can
continue to communicate with outside devices if the primary device (FTD1) fails requires the implementation of a stateful failover
link. The stateful failover link allows the secondary device (FTD2) to maintain session information and state data, ensuring seamless
failover and minimizing disruptions.
Steps to implement a stateful failover link:
* Physically connect a stateful failover link between FTD1 and FTD2.
* Configure the stateful failover link in the FMC.
* Ensure that both devices are properly synchronized and that stateful failover is enabled.
* Deploy the changes to both FTD devices.
By configuring a stateful link, the secondary FTD can take over active sessions without requiring users to re- establish their
connections, thus ensuring continuous communication.
References:Cisco Secure Firewall Threat Defense Configuration Guide, Chapter on Failover Configuration.

NEW QUESTION # 230 
A company wants a solution to aggregate the capacity of two Cisco FTD devices to make the best use of resources such as
bandwidth and connections per second. Which order of steps must be taken across the Cisco FTDs with Cisco FMC to meet this
requirement?

A. Configure the Cisco FTD interfaces and cluster members, add members to Cisco FMC, and create the cluster in Cisco



FMC
B. Add members to Cisco FMC, configure Cisco FTD interfaces in Cisco FMC, configure cluster members in Cisco FMC,
create cluster in Cisco FMC, and configure cluster members in Cisco FMC
C. Configure the Cisco FTD interfaces, add members to FMC, configure cluster members in FMC, and create cluster in
Cisco FMC
D. Add members to the Cisco FMC, configure Cisco FTD interfaces, create the cluster in Cisco FMC, and configure cluster
members in Cisco FMC

Answer: A

Explanation:
In Chassis manager, you (STEP1) config the interfaces, create the cluster and add nodes, then you (STEP2) switch to FMC to add
the units to FMC and build the cluster there.
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-4100-9300- cluster.html#task_tqm_ghj_qgb

NEW QUESTION # 231 
Which two dynamic routing protocols are supported in Firepower Threat Defense without using FlexConfig?
(Choose two.)

A. static routing
B. OSPF
C. BGP
D. EIGRP
E. IS-IS

Answer: B,C

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660
/fptd- fdm-routing.html

NEW QUESTION # 232 
Which two packet captures does the FTD LINA engine support? (Choose two.)

A. Layer 7 network ID
B. dynamic firewall importing
C. protocol
D. source IP
E. application ID

Answer: C,D

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-
f.html

NEW QUESTION # 233 
An engineer is attempting to create a new dashboard within the Cisco FMC to have a single view with widgets from many of the
other dashboards. The goal is to have a mixture of threat and security related widgets along with Cisco Firepower device health
information. Which two widgets must be configured to provide this information? (Choose two).

A. Correlation Information
B. Current Sessions
C. Network Compliance
D. Intrusion Events
E. Appliance Status

Answer: C,D



NEW QUESTION # 234
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