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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q67-Q72):
NEW QUESTION # 67 
A government client needs you to set up secure cryptographic key storage for some of their extremely confidential data. You decide
that the AWS CloudHSM is the best service for this.
However, there seem to be a few pre-requisites before this can happen, one of those being a security group that has certain ports
open.
Which of the following is correct in regards to those security groups?

A. A security group that has only port 3389 (for RDP) open to your network.
B. A security group that has port 22 (for SSH) or port 3389 (for RDP) open to your network.
C. A security group that has no ports open to your network.
D. A security group that has only port 22 (for SSH) open to your network.

Answer: B

Explanation:
Explanation
AWS CloudHSM provides secure cryptographic key storage to customers by making hardware security modules (HSMs) available
in the AWS cloud.
AWS CloudHSM requires the following environment before an HSM appliance can be provisioned. A virtual private cloud (VPC)
in the region where you want the AWS CloudHSM service. One private subnet (a subnet with no Internet gateway) in the VPC. The
HSM appliance is provisioned into this subnet.
One public subnet (a subnet with an Internet gateway attached). The control instances are attached to this subnet.
An AWS Identity and Access Management (IAM) role that delegates access to your AWS resources to AWS CloudHSM.
An EC2 instance, in the same VPC as the HSM appliance, that has the SafeNet client software installed. This instance is referred to
as the control instance and is used to connect to and manage the HSM appliance.
A security group that has port 22 (for SSH) or port 3389 (for RDP) open to your network. This security group is attached to your
control instances so you can access them remotely.

NEW QUESTION # 68 
A development team has created a new flight tracker application that provides near-real-time data to users. The application has a
front end that consists of an Applicate Load Balancer (ALB) in front of two large Amazon EC2 instances in a single Availability
Zone. Data is stored in a single Amazon RDS MySQL DB instance. An Amazon Route 53 DNS record points to the ALB.
Management wants the development team to improve the solution to achieve maximum reliability with the least amount of operational
overhead.
Which set of actions should the team take?

A. Create RDS MySQL read replicas. Deploy the application to multiple AWS Regions. Use a Route 53 latency-based
routing to route to the application.
B. Replace the DB instance with Amazon DynamoDB global tables. Deploy the application in multiple AWS Regions. Use a
Route 53 latency-based routing policy to route to the application.
C. Replace the DB instance with Amazon Aurora with Aurora Replicas. Deploy the application to multiple smaller EC2
instances across multiple Availability Zones in an Auto Scaling group behind an ALB
D. Configure the DB instance as Multi-AZ. Deploy the application to two additional EC2 instances in different Availability
Zones behind an ALB.

Answer: A

NEW QUESTION # 69 
A financial company is building a system to generate monthly, immutable bank account statements for its users Statements are stored
in Amazon S3 Users should have immediate access to their monthly statements for up to 2 years Some users access then statements
frequently whereas others rarely access their statements.
The company's security and compliance policy requires that the statements be retained for at least 7 years What is the MOST cost-
effective solution to meet the company's needs?

A. Create an S3 bucket with Object Lock disabled Store statements in S3 Standard Define an S3 Litecycle policy to



transition the data to S3 Standard-Infrequent Access (S3 Standard-IA) after 30 days Define another S3 Lifecycle policy to
move the data to S3 Glacier Deep Archive after 2 years Attach an S3 Glacier Vault Lock policy with deny delete permissions
for archives less than 7 years old
B. Create an S3 bucket with versioning disabled Store statements in S3 One Zone-Infrequent Access (S3 One Zone-IA)
Define an S3 Lifecycle policy to move the data to S3 Glacier Deep Archive after 2 years Attach an S3 Glacier Vault Lock
policy with deny delete permissions for archives less than 7 years old
C. Create an S3 bucket with Object Lock enabled Store statements in S3 intelligent-Tiering Enable compliance mode with a
default retention period of 2 years Define an S3 Lifecycle policy to move the data to S3 Glacier after 2 years Attach an S3
Glacier Vault Lock policy with deny delete permissions for archives less than 7 years old
D. Create an S3 bucket with versioning enabled Store statements in S3 Intelligent-Tiering Use same-Region replication lo
replicate objects to a backup S3 bucket Define an S3 Lifecycle policy for the backup S3 bucket to move the data to S3
Glacier Attach an S3 Glacier Vault Lock policy with deny delete permissions for archives less than 7 years old

Answer: D

NEW QUESTION # 70 
A large company is running a popular web application The application runs on several Amazon EC2 Linux instances in an Auto
Scaling group in a private subnet An Application Load Balancer is targeting the instances in the Auto Scaling group in the private
subnet. AWS Systems Manager Session Manager is configured, and AWS Systems Manager Agent is running on all the EC2
instances.
The company recently released a new version of the application Some EC2 instances are now being marked as unhealthy and are
being terminated. As a result, the application is running at reduced capacity A solutions architect tries to determine the root cause by
analyzing Amazon CloudWatch logs that are collected from the application, but the logs are Inconclusive How should the solutions
architect gam access to an EC2 instance to troubleshoot the issue?

A. Suspend the Auto Scaling group's Terminate process Use Session Manager to log in to an instance that is marked as
unhealthy.
B. Suspend the Auto Scaling group's HealthCheck scaling process. Use Session Manager to log in to an instance that is
marked as unhealthy
C. Set the termination policy to Oldestlnstance on the Auto Scaling group Use Session Manager to log in to an instance that is
marked as unhealthy.
D. Enable EC2 instance termination protection Use Session Manager to log in to an instance that is marked as unhealthy

Answer: A

NEW QUESTION # 71 
A company is building a call center by using Amazon Connect. The company's operations team is defining a disaster recovery (DR)
strategy across AWS Regions. The contact center has dozens of contact flows, hundreds of users, and dozens of claimed phone
numbers.
Which solution will provide DR with the LOWEST RTO?

A. Provision a new Amazon Connect instance with all existing users and contact flows in a second Region.
Create an Amazon Route 53 health check for the URL of the Amazon Connect instance. Create an Amazon CloudWatch
alarm for failed health checks. Create an AWS Lambda function to deploy an AWS CloudFormation template that provisions
claimed phone numbers. Configure the alarm to invoke the Lambda function.
B. Create an AWS Lambda function to check the availability of the Amazon Connect instance and to send a notification to
the operations team in case of unavailability. Create an Amazon EventBridge rule to invoke the Lambda function every 5
minutes. After notification, instruct the operations team to use the AWS Management Console to provision a new Amazon
Connect instance in a second Region. Deploy the contact flows, users, and claimed phone numbers by using an AWS
CloudFormation template.
C. Provision a new Amazon Connect instance with all existing users in a second Region. Create an AWS Lambda function to
check the availability of the Amazon Connect instance. Create an Amazon EventBridge rule to invoke the Lambda function
every 5 minutes. In the event of an issue, configure the Lambda function to deploy an AWS CloudFormation template that
provisions contact flows and claimed numbers in the second Region.
D. Provision a new Amazon Connect instance with all existing contact flows and claimed phone numbers in a second Region.
Create an Amazon Route 53 health check for the URL of the Amazon Connect instance. Create an Amazon CloudWatch
alarm for failed health checks. Create an AWS Lambda function to deploy an AWS CloudFormation template that provisions
all users. Configure the alarm to invoke the Lambda function.



Answer: A

Explanation:
Explanation
Option D provisions a new Amazon Connect instance with all existing users and contact flows in a second Region. It also sets up an
Amazon Route 53 health check for the URL of the Amazon Connect instance, an Amazon CloudWatch alarm for failed health
checks, and an AWS Lambda function to deploy an AWS CloudFormation template that provisions claimed phone numbers. This
option allows for the fastest recovery time because all the necessary components are already provisioned and ready to go in the
second Region. In the event of a disaster, the failed health check will trigger the AWS Lambda function to deploy the
CloudFormation template to provision the claimed phone numbers, which is the only missing component.

NEW QUESTION # 72
......
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