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[**] [1:2008186:5] |[ET SCAN|DirBuster Web App Scan in Progress [%*]
[Classification: gieb @&ppligation Attack] [Priority: 1)
04/20-13:02:21.250000 192.168.100.100:56022"-> 192.168.50.50:80
TCP TTL:63 TOS:0x0 ID:20054 IpLen#% B0 DgmLen:342 DF

*¥*APF** Seq: 0x369FB652 Aeki/0xSCFO06FD8 Win: O0xFA60 TcpLen: 32

[Xref => http://doc.eméfgingthreats.net/2008186] [Xref => http://owasp.org]

Refer to the exhibit. According to the SNORT alert, what is the attacker performing?

A. brute-force attack against directories and files on the target webserver
B. SQL mjection attack against the target webserver

C. brute-force attack against the web application user accounts

D. XSS attack against the target webserver

Answer: A

Explanation:
Explanation

NEW QUESTION # 35
Refer to the exhibit.

(B64/Jan/2022:20:18:06 +0000) "GET /%66%60°68860/ HTTP/2.0" 484 4630 "-* "Mozilla/S5.@
(Windows NT 10.0; Win64; x64; rv:95.0)_ GocHo/20100181 Firefox/95.0"

What is occurring?

A. The requested page was not found.
B. The request was redirected.

C. WAF detected code injection.

D. An attacker attempted SQL injection.

Answer: A

Explanation:

Comprehensive and Detailed Explanation:

The log entry contains the following key elements:

* The timestamp:(04/Janv2022:20:18:06 +0000)

* HTTP method and URI"GET /%660%660%660%60%60%060/ HTTP/2.0"

* HTTP status code404

* User-Agent:Mozilla/5.0 ... Firefox/95.0

The status code404indicates that the requested resource was not found on the server. This is a standard HTTP response that
signifies the server could not locate the requested URI (in this case, likely due to a malformed or invalid path/\"* ™"/, where%0060is the
URL-encoded form of the backtick character "').

There is no clear evidence of SQL mjection, WAF detection, or redirection in this log. The use of encoded backticks may suggest
probing behavior, but the log does not show a definitive attack signature.

Therefore, the correct interpretation is:

D: The requested page was not found.

NEW QUESTION # 36

Over the last year, an organization's HR department has accessed data from its legal department on the last day of each month to
create a monthly activity report. An engineer is analyzing suspicious activity alerted by a threat intelligence platform that an authorized
user in the HR departiment has accessed legal data daily for the last week. The engineer pulled the network data from the legal



departiment's shared folders and discovered above average-size data dumps. Which threat actor is implied from these artifacts?

A. privilege escalation
B. internal user errors
C. external exfiltration
D. malicious insider

Answer: D

NEW QUESTION # 37
‘Which technique exenplifies an antiforensic technique?

A. steganalysis
B. stepheorology

C. steganography
D. data replication

Answer: C

NEW QUESTION # 38
Refer to the exhibit.

indicator:Observable id= “example:Observable-Pattern-5f1dedd3-ece3-4007-94cd-7d52784c1474">
<cybox:Object id= “example:Object-3a7aa9db-d082-447c-a422-293b78e24238">
<cybox:Properties xsi:type= "“EmailMessageObj.EmailMessageObjectType™>

<EmailMessageObj Header=

<EmailMessageObj.From category= "e-mail™>

<AddressObjAddress_Value condition= "Contains™>@state gov</AddressObjAddress Value>
</EmailMessageObj. From=

</EmailMessageObjHeader>

</cybox:Properties>

<cybox:Related_Objects>

<cybox:Related_Object>

<cybox:Properties xsi:type= "FileObj FileObjectType™>

<FileObj File_Extension=pdf</FileObj.File_Extension>
<FileObj:Size_In_Bytes>87022</FileObj:Size_In_Bytes~

<FileObjHashes>

<cyboxCommon:Hash> AN

<cyboxCommon:Type xsi type= cybo f"ﬁﬁs:HashNameVocab— 1.0">MD5</cyboxCommon:Type>
<cyboxCommn:Simple_Hash _;Laﬂea Jad32a8a4cfb05e9dfc45875bd70</cyboxCommon:Simple_Ha
sh_Value>

<fcyboxCommon:Hash™"

</FileObj:Hashes>

</cybox:Properties>

<cybox:Relationship xsi:type= "cyboxVocabs:ObjectRelatiobshi pVocab-
1.0">Contains</cybox:Relationship> .

</cybox:Related_Object=|

</cybox:Related_Objects=>

</cybox:Object>

<findicator:Observable>

Which two actions should be taken as a result of this information? (Choose two.)

A. Block all emails sent from an (@state.gov address.

B. Block emails sent from Admin@state.net with an attached pdf file with md5 hash
"cf2b3ad32a8adctb05e9dfc45875bd70".

C. Block all emails with subject containing "cf2b3ad32a8a4cfb05e9dfc45875bd70".
D. Block all emails with pdf attachments.



¢ E. Update the AV to block any file with hash "cf2b3ad32a8a4ctb05e9dfc45875bd70".
Answer: B,E

Explanation:

The XML (STIX/CybOX format) details anemail-based threatindicator. Specifically:

* Theemail addresscontains "(@state.gov" (not exact match, so blocking all @state.gov would be overbroad).
* Theattachment is a PDFfile with a specifiedMDS5 hash: cf2b3ad32a8a4ctb05e9dfc45875bd70.

* Theattachment sizeis 87022 bytes.

From a threat mitigation perspective:

* Ais correct: Updating AV to block or flag files matching the malicious hash is a standard response.

* Dis correct: The email address context and hash together provide a precise rule for blocking-this prevents false positives.
Incorrect options:

* Boverreaches by blocking an entire domain without confirming threat context.

* Cwould stop all PDFs, which is impractical.

* Eis incorrect; there is no indication that the hash appears in the subject line.

NEW QUESTION # 39
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