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o Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
FEY 2 1 policies for wireless security, guest portal deployment, and advanced solutions like Fortilink NAC,

dynamic VLAN, and VLAN pooling,

¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
FEw 22 FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring
tools for wireless connectivity.

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
FEY 23 authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.

¢ Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
FEy 24 implementing zero-touch provisioning, configuring VLANSs, ports, and trunks, and setting up FortiExtender
and FortiAP devices.
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HF#12
‘When the MAC address of a device is placed in quarantine on FortiSwitch, what happens to its egress traffic?

A. Traffic is assigned to the native VLAN.
B. Traffic is sent to an access VLAN.

C. Traffic is sent to an allowed VLAN.

D. Traffic is sent as untagged traffic.

Ef#: B

A :

When a device'sMAC address is quarantinedon a FortiSwitch (via FortiLink NAC, fabric automation, or manual quarantine),
FortiSwitch enforces quarantine using thequarantine VLLAN, also called theaccess VLANinside FortiSwitch NAC operations.
FortiSwitch behavior is defined in LAN Edge documentation:

* Quarantined devices are moved into an"access VLAN" reserved for isolation.

* This VLAN isstatically defined on the FortiGate NAC policy, and switch ports dynamically reassign the quarantined MAC nto
that VLAN.

* All egress traffic from the quarantined MAC is forced into this VLAN, preventing access to the production network.

Thus, the correct description is:

#Traffic is sent to an access VLAN.

Options B, C, and D are incorrect because:

* Quarantine doesnotreassign to native VLAN.

* It doesnotsend untagged traffic arbitrarily.

* It doesnotforward traffic to allowed VLANs

B #13

Which three conditions can FortiLink NAC use to enforce network access control?
(Choose three)

Response:

A. Device type

B. Switch stack priority
C. Interface MTU

D. User identity

E. MAC address

IEf#: A. D. E

HH #14
Your office wants to set up a Wi-Finetwork for visitors. Your company would like to require them to log in for (racking purposes.
Which two types of captive portals could be enabled on an interface? (Choose two.)

A. Authentication

B. Terms Acknowledgment Without Authentication
C. Email Notification Only

D. Guest Pass Access

E. Disclaimer + Authentication

EME: AL B

A -
A FortiGate interface can operate with different types of captive portal modes.
The available portal types that require user interaction or login include:



#A. Terms Acknowledgment Without Authentication

* Forces users to accept terns before accessing the network

* No credentials required

* Still considered a captive portalCommon in guest Wi-Fi.

#E. Authentication

* Requires username/password

* Supports local users, RADIUS, LDAP, OAuth, etc.

Why the other options are ncorrect

#B. Email Notification Only

Not a valid captive portal mode on FortiGate.

#C. Disclaimer + Authentication

This is not a selectable mode; disclaimers are part of the captive portal customization but not a standalone option.
#D. Guest Pass Access

Guest pass authentication exists onFortiAuthenticator, not as a direct portal type on FortiGate.

HE #15

Which two use cases justify configuring automatic quarantine?
(Choose two)

Response:

A. High CPU usage on a FortiAP

B. Malware behavior detected by FortiClient EMS
C. TIPS signature match on multiple packets

D. Bulk firmware upgrades

IEME: B. C

R #16
When integrating FortiAuthenticator with an LDAP server, which parameter must be correctly defined to performuser lookups?

Response:

A. Group name

B. DN (Distinguished Name)
C. Syslog filter

D. Shared secret

IEf#: B

BHE#17
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