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AE #134

Initiate an SSH Connection to a machine that has SSH enabled in the network. After connecting to the machine find the file flag, txt
and choose the content hidden in the file. Credentials for SSH login are provided below:

Hint:

Username: sam

Password: admin@I23

A. bob2@sam
B. sam@bob
C. bob@sam
D. sam2@bob
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GlobalTech, a multinational tech conglomerate, has been operating across 50 countries for the past two decades. Recently, it faced a
significant data breach that affected Its reputation and bottom line. As a result, the board of directors decided to overhaul its existing
corporate strategy, with a pronounced focus on enhancing its Information Security Governance. The company believes that a robust
governance structure would not only prevent future breaches but would also align with its long-term business objectives of expansion
and dommance in the tech market. It has called upon several third-party consultants to pitch an optimal strategy for the
conglomerate's unique position.

Which strategy best aligns with GlobalTech's requirement?

A. Prioritize security audits for quarterly review.

B. Implement a robust intrusion detection system

C. Formulate an isolated team for cybersecurity tasks.

D. Establish a governance framework that integrates security considerations into all business decisions.
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For GlobalTech, the optimal strategy to enhance information security governance and align with long-term business objectives
nvolves:

* Integrated Governance Framework:

* Security Integration: Embed security considerations into all business decisions and processes.

This ensures that security is a fundamental aspect of the company's operations and strategic planning,

* Comprehensive Policies: Develop and enforce comprehensive security policies that cover all aspects of information security,
including data protection, access controls, and incident response.

* Executive Support:

* Board-Level Commitment: Ensure that the board of directors and executive management are committed to and support the
information security governance framework. This top-down approach is crucial for effective implementation and adherence.

* Regular Reviews and Audits:

* Continuous Improvement: Conduct regular security audits and reviews to assess the effectiveness of the governance framework
and identify areas for improvement.

* Security Culture:

* Awareness and Training: Foster a culture of security awareness across the organization through regular training and awareness
prograns.

References:

* ISO/IEC 27014:2013 Information Security Governance: ISO Standards

* NIST Cybersecurity Framework:NIST CSF
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Martin, a network administrator at an organization, received breaching alerts for an application.

He identified that a vulnerability in the application allowed attackers to enter malicious nput.

Martin evaluated the threat severity and extent of damage that could be caused by this vulnerability. He then escalated the issue to
the security management team to determine appropriate mitigation strategies. In which of the following threat-modeling steps did



Martin evaluate the severity level of the threat?

A. Application overview

B. Risk and impact analysis

C. Decompose the application
D. Identify vulnerabilities

HE: B
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Risk and impact analysis is the threat-modeling step in which Martin evaluated the severity level of the threat in the above scenario.
Threat modeling is a process that involves identifying, analyzing, and mitigating threats and risks to a system or network. Threat
modeling can be used to improve the security and resilience of a system or network by applying various methods or techniques, such
as STRIDE, DREAD, PASTA, etc. Threat modeling consists of various steps or phases that perform different tasks or roles. Risk
and impact analysis is a threat-modeling step that involves assessing the likelihood and consequences of threats and risks to a system
or network.Risk and impact analysis can be used to evaluate the severity level of threats and risks and prioritize them for
mitigation.In the scenario, Martin received breaching alerts for an application. He identified that a vulnerability in the application
allowed attackers to enter malicious input. Martin evaluated the threat severity and extent of damage that could be caused by this
vulnerability. He then escalated the issue to the security management team to determine appropriate mitigation strategies. This means
that he performed risk and impact analysis for this purpose. Identify vulnerabilities is a threat-modeling step that involves finding and
documenting the weaknesses or flaws in a system or network that can be exploited by threats or risks. Application overview is a
threat-modeling step that involves defining and understanding the scope, architecture, components, and fnctionality of a system or
network.Decompose the application is a threat-modeling step that involves breaking down a system or network into smaller and
simpler elements, such as data flows, processes, assets, etc.

HE #137

Myles, a security professional at an organization, provided laptops for all the employees to carry out the business processes from
remote locations. While installing necessary applications required for the business, Myles has also installed antivirus software on each
laptop following the company's policy to detect and protect the machines from external malicious events over the Internet.

Identify the PCI-DSS requirement followed by Myles in the above scenario.

A. PCI-DSS requirement no 1.3.5
B. PCI-DSS requirement no 5.1

C. PCI-DSS requirement no 1.3.1
D. PCI-DSS requirement no 1.3.2

e B
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A software company is developing a new software product by following the best practices for secure application development.
Dawson, a software analyst, is checking the performance of the application on the client's network to determine whether end users
are facing any issues in accessing the application.

Which of the following tiers of a secure application development lifecycle involves checking the performance of the application?

A. Quality assurance (QA)
B. Testing

C. Staging

D. Development

He:. B
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The testing tier of a secure application development lifecycle mvolves checking the performance of the application on the client's
network to determine whether end users are facing any issues in accessing the application. Testing is a crucial phase of software
development that ensures the quality, functionality, reliability, and security of the application. Testing can be done manually or
automatically using various tools and techniques, such as unit testing, integration testing, system testing, regression testing,
performance testing, usability testing, security testing, and acceptance testing
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