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PR #390
Which of the following is NOT a disadvantage of Single Sign On (SSO)?

A. SSO could be single point of failure and total compromise of an organization asset

B. SSO improves an administrator's ability to manage user's account and authorization to all associated system
C. The cost associated with SSO development can be significant

D. Support for all major operating system environment is difficult
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Explanation/Reference:

Single sign-on (SSO)is a Session/user authentication process that permits a user to enter one name and password in order to access
multiple applications. The process authenticates the user for all the applications they have been given rights to and eliminates further
prompts when they switch applications during a particular session.

SSO Advantages include

Multiple passwords are no longer required

It improves an administrator's ability to manage user's accounts and authorization to all associated systems

It reduces administrative overhead in resetting forgotten password over multiple platforms and applications It reduces time taken by
users to logon into multiple application and platform SSO Disadvantages include

Support for all major operating system is difficult

The cost associated with SSO development can be significant when considering the nature and extent of interface development and
maintenance that may be necessary

The centralize nature of SSO presents the possibility of a single point of failure and total compromise of an organization's information
asset.

The following reference(s) were/was used to create this question:

CISA review manual 2014 Page number 332

R #391
Within a security governance framework, which of the following is the MOST important characteristic of the information security
committee? The committee:

A. includes a mix of members from all levels of management.
B. has a clearly defined charter and meeting protocols.

C. has established relationships with external professionals.
D. conducts frequent reviews of the security policy.
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PR #392
An organization is using symimetric encryption. Which of the following would be a valid reason for moving to asymmetric encryption?
Symmetric encryption:

A. requires a relatively simple algorithm,

B. is faster than asymmetric encryption.

C. provides authenticity.

D. can cause key management to be difficult.
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Explanation/Reference:

Explanation:

In a symimetric algorithm, each pair of users needs a unique pair of keys, so the number of keys grows and key management can
become overwhelming, Symmetric algorithms do not provide authenticity, and symimetric encryption is faster than asymmetric
encryption. Symmmetric algorithns require mathematical calculations, but they are not as complex as asymmetric algorithims.

PR #393
Which of the following is the MOST appropriate control to ensure the identity of an email sender?

A. Digital signature

B. Transport Layer Security (TLS)
C. Automatic return receipt

D. Multi-factor authentication (MFA)
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Which of the following should be the FRST step when developing a data toes prevention (DIP) solution for a large organization?

A. Conduct a threat analysis against sensitive data usage.
B. Create the DLP pclc.es and templates

C. Identify approved data workflows across the enterprise.
D. Conduct a data inventory and classification exercise
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Explanation

The first step when developing a data loss prevention (DLP) solution for a large organization is to conduct a data nventory and
classification exercise. This step is essential to identify the types, locations, owners, and sensitivity levels of the data that need to be
protected by the DLP solution. A data inventory and classification exercise helps to define the scope, objectives, and requirements
of the DLP solution, as well as to prioritize the data protection efforts based on the business value and risk of the data. A data
inventory and classification exercise also enables the organization to comply with relevant laws and regulations regarding data privacy
and security.

The other options are not the first step when developing a DLP solution, but rather subsequent steps that depend on the outcome of
the data inventory and classification exercise. Identifying approved data workflows across the enterprise is a step that helps to design
and implement the DLP policies and controls that match the business processes and data flows. Conducting a threat analysis against
sensitive data usage is a step that helps to assess and mitigate the risks associated with data leakage, theft, or misuse. Creating the
DLP policies and templates is a step that helps to enforce the data protection rules and standards across the organization.
References:

ISACA CISA Review Manual 27th Edition (2019), page 247

Data Loss Prevention-Next Steps - ISACA1

What is data loss prevention (DLP)? | Microsoft Security
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