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Nutanix NCP-CI-AWS Exam Syllabus Topics:

Topic Details

e Prepare the AWS cloud environment: This exam segment evaluates your ability to set up the AWS cloud
environment, initiate NC2 service subscription, establish implementation criteria, and recognize networking

Topic 1 i
prerequusttes.
¢ Deploying an NC2 on AWS Enviromment: This portion assesses your knowledge of cloud cluster
Topic 2 deployment, cloud provider network configuration, and your skills in addressing cluster deployment

challenges.

e Managing an NC2 on AWS Environment: This exam component tests your understanding of node and
Topic 3 cluster management tasks, along with your ability to oversee cluster and cloud resource health.
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¢ Configuring an NC2 on AWS Environment: This section examines your proficiency in setting up cloud
Topic 4 networking and security measures, as well as addressing connectivity issues.

Nutanix Certified Professional - Cloud Integration - AWS Sample Questions
(Q25-Q30):

NEW QUESTION # 25

An administrator is deploying a new NC2 cluster on AWS and needs to ensure full connectivity is established between the
company's on-premises datacenter and the AWS cloud.

Which two AWS offering will satisfy this requirement? (Choose two.)

A. ExpressRoute

B. Direct Connect

C. Dedicated interconnect
D. AWS VPN

Answer: B,.D

Explanation:

To establish full connectivity between the company's on-prenises datacenter and the AWS cloud, the following AWS offerings will
satisfy this requirement:

AWS VPN: This service allows you to create a secure connection between your on-premises network or other remote network and
your AWS VPC using an IPsec VPN tunnel. It is suitable for low to moderate bandwidth requirements and provides secure,
encrypted connections.

Direct Connect: AWS Direct Connect is a dedicated network connection from your premises to AWS. It provides a private, high-
bandwidth, low-latency connection which is ideal for high-throughput applications and workloads that need consistent network
performance.

Reference:

AWS VPN Documentation

AWS Direct Connect Documentation

NEW QUESTION # 26
Which statement is true regarding additional EBS volumes attached to a cluster for storage capacity?

A. Hibernation is not supported when EBS volumes are attached to nodes in a cluster.

B. Cluster Protect is not supported when EBS volumes are attached to nodes in a cluster.
C. EBS storage attached to nodes in a cluster can only be increased.

D. EBS storage attached to nodes in a cluster can only be decreased.

Answer: C

Explanation:

NC2 on AWS allows for the dynamic addition ofAmazon EBS volumesto bare-metal nodes to expand the cluster ' s storage
capacity beyond the local NVMe drives. According to Nutanix architectural guidelines, once these EBS volumes are attached and
mtegrated into the storage pool, the capacitycan only be increased.

Reducing the storage capacity by removing or shrinking attached EBS volumes is not a supported operation because it would risk
data loss and disrupt the Distributed Storage Fabric (DSF) which expects consistent disk availability. Therefore, administrators
should carefully size their initial EBS requirements, knowing that they can scale up to meet demand but cannot scale back the
capacity of individual existing volumes without a complex data migration or cluster redeployment.

NEW QUESTION # 27

An administrator is tasked with enabling inbound internet access to two Virtual Servers in an NC2 cluster on AWS for the HTTPs
protocol.

The cluster is configured with:

* 8 nodes

* Prism Central



* 3 x User VM subnets

All subnets have been configured and can commumicate with Internet-based resources as well as on-premises servers. The company
d to allow Internet access, so the administrator must implement an AWS solution.

‘Which approach will enable the necessary communication?

e A Create a AWS Network Load Balancer, configure the listener TCP port as 443, create a target group and regjster an HP
as the endpoint.

¢ B. Create a WS Network Load Balancer, configure the listener TCP port as 80, create a target groud and register the
servers as the endpoint

e C. Create a AWS Network Load Balancer, configure the lister TCP port as 433, create a target group and register an EIP as
the Endpoint.

e D. Create a AWS Network Load Balancer, configure the listener TCP port as 80, create a target group and register the
servers as targets.

Answer: A

Explanation:

* To enable inbound internet access to Virtual Servers in an NC2 cluster on AWS for the HTTPS protocol, the admnistrator should
use an AWS Network Load Balancer (NLB).

* Configure the NLB listener to listen on TCP port 443, which is the standard port for HTTPS traffic.

* Create a target group in AWS, and register the servers (Virtual Servers in the NC2 cluster) as targets within this group.

* Ensure the NLB is properly configured with an Elastic IP (EIP) if required, to provide a static IP address for the load balancer.

* Verify that the security groups and network ACLs associated with the load balancer and the target group allow inbound traffic on
port 443,

Refer to AWS documentation on Network Load Balancers and Nutanix NC2 on AWS itegration guides for step-by-step
instructions on setting up and configuring the necessary components for enabling HTTPS access.

NEW QUESTION # 28

An administrator is deploying Disaster Recovery for two NC2 clusters on AWS. The organization would prefer to use synchronous
replication.

What are two supported configurations for this type of implementation? (Choose two.)

e A. Two NC2 on AWS clusters in the same region using native networking on the primary cluster, and Flow Virtual
Networking on the other remote cluster.

e B. Two NC2 on AWS clusters in different regions using native networking on the primary cluster, and Flow Virtual
Networking on the other remote cluster.

e C. Two NC2 on AWS clusters in the same region, using native networking on both clusters.

e D. Two NC2 on AWS clusters in different regions, using native networking on both clusters.

Answer: A,C

NEW QUESTION # 29
An administrator needs to backup Prism Central configuration data to an Amazon S3 bucket.
Which pedr-cli command parameters is needed to satisfy this task?

A. recover

B. protect

C. list-protection-targets
D. deployment-info

Answer: B

Explanation:

To backup Prism Central configuration data to an Amazon S3 bucket, thepcdr-clicommand with theprotectparameter is used. This
parameter is specifically designed for creating protection policies and backing up Prism Central data.

Nutanix Prism Central Documentation

Nutanix pedr-cli Command Reference



NEW QUESTION # 30
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