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HM #46
Which of the following is a key component of web application security?

A. Using CAPTCHA

B. Using Transport Layer Security (TLS) for data encryption
C. Disabling firewalls

D. Allowing unrestricted access to databases

Ef#: B
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HEH #47
Which of the following is typically identified during a vulnerability assessment?

A. Security awareness training gaps
B. Outdated software versions

C. Enployee susceptibility to phishing
D. Encryption standards in use

IEf#: B

H #48
What primarily distinguishes a grey hat hacker froma black hat hacker?

A. Their employment status

B. The tools they use

C. Their technical skill level

D. The legality and intent of their actions

Ef#E: D

HP #49
Which phase in the ethical hacking cycle involves finding exploitable vulnerabilities in the target system?

A. Gaining Access

B. Reconnaissance

C. Maintaining Access
D. Covering Tracks

Ef#: A

B #50
What is the primary purpose of a packet sniffer?

e A To filter out unnecessary network traffic

¢ B. To encrypt data transmissions

e (. To capture and analyze network traffic

¢ D. To prevent unauthorized access to the network

EfE: C
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