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=A 1 ¢ Selection and configuration of wireless devices.
=x2 ¢ Networking Concepts: For network administrators and I'T support professionals, this domain covers
=x 3 ¢ OSI reference model concepts, Comparison of networking appliances, applications, and flnctions
o Network Operations: For IT operations staff and network operations center (NOC) technicians, this part
=xl 4 of the exam covers the purpose of organizational processes and procedures and use of network monitoring
technologies.
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EE #229
Which of the following source control features allows an administrator to test a new configuration without changing the primary
configuration?

e A. Conflict identification
¢ B. Central repository
e (. Version control

¢ D. Branching
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Branchingallows developers and administrators tocreate an isolated copyof the main configuration so they can test changes
independently. This avoids impacting the primary environment and allows for safer testing and development.

Reference:

EAE #230
A company is hosting a secure that requires all connections to the server to be encrypted. A junior administrator needs to harded the
web server. The following ports on the web server. The following ports on the web server are open:

Which of'the following ports should be disabled?

A0
B. 1
C.2
D.3

Hg: D

MY

For a web server that requires all connections to be encrypted, port 80 (HTTP) should be disabled. Port 80 is used for unencrypted
web traffic, whereas port 443 is used for HTTPS, which provides encrypted communication.

* Port 80 (HTTP): This port is used for unsecured web traffic. Disabling this port ensures that all web traffic must use HTTPS,
which encrypts the data in transit.

* Port 443 (HTTPS): This port is used for secure web traffic via SSI/TLS encryption. Keeping this port open ensures that secure
comnections can be made to the web server.

* Other Ports:

* Port 22: Used for SSH, providing secure remote access and file transfers.

* Port 587: Used for secure email submission (SMTP) with encryption.

Network References:

* CompTIA Network+ N10-007 Official Certification Guide: Discusses the roles and security implications of various ports and
protocols.

* Cisco Networking Academy: Provides training on secure web server configuration and port management.

* Network+ Certification All-in-One Exam Guide: Covers port security and best practices for securing web servers.

AE2 #231
After a networking intern plugged in a switch, a significant number of users in a building lost connectivity.
Which of the following is the most likely root cause?

A. Port security issue

B. LLDP misconfiguration
C. Native VLAN mismatch
D. VTP update

He: C

Y.

When a switch is improperly connected to a network, it can cause widespread connectivity issues, especially if there's a
misconfiguration in VLAN settings. A Native VLAN mismatch occurs when two switches connected via a trunk link have different
native VLANSs configured for untagged traffic. This can cause traffic to be sent to the wrong VLAN or dropped, resulting in
connectivity loss for users.

Scenario Analysis: The intern likely connected the switch without ensuring that the trunk port's native VLAN matched the existing
network configuration. This is a common issue in Cisco-based networks when trunk links are misconfigured.

Why not VTP update? VLAN Trunking Protocol (VTP) updates propagate VLAN configurations across switches. While a VTP



misconfiguration could cause issues, it's less likely to immediately disrupt connectivity for many users unless the VTP server deleted
critical VLANSs, which is not implied here.

Why not Port security issue? Port security restricts access based on MAC addresses, typically affecting individual ports, not causing
widespread outages.

Why not LLDP misconfiguration? Link Layer Discovery Protocol (LLDP) is used for device discovery, and misconfiguration is
unlikely to cause a broad loss of connectivity.

Reference:CompTIA Network+ N'10-009 Objective 2.2: Explain the purpose of network segmentation and VLAN configuration.
The CompTIA Network+ Study Guide (e.g., Chapter 6: Switching) discusses VLAN trunking and the importance of matching
native VLANS on trunk links to prevent connectivity issues. Native VLAN mismatches are highlighted as a common cause of
network disruptions.

HAE #232
Which of the following appliances provides users with an extended footprint that allows connections from muiltiple devices within a
designated WLAN?

A. Firewall

B. Switch

C. Router

D. Access point

¥e: D

MY

An access point (AP) provides users with an extended footprint that allows connections from multiple devices within a designated
Wireless Local Area Network (WLAN).

* Router: Typically used to connect different networks, not specifically for extending wireless coverage.

* Switch: Used to connect devices within a wired network, not for providing wireless access.

* Access Point (AP): Extends wireless network coverage, allowing multiple wireless devices to connect to the network.

* Firewall: Primarily used for network security, controlling incoming and outgoing traffic based on security rules, not for providing
wireless connectivity.

Network References:

* CompTIA Network+ N10-007 Official Certification Guide: Explains the roles and finctions of network appliances, including
access points.

* Cisco Networking Academy: Provides training on deploying and managing wireless networks with access points.

* Network+ Certification All-in-One Exam Guide: Covers network devices and their roles in creating and managing networks.

A2 #233

A research facility is expecting to see an exponential increase in global network traffic in the near future. The offices are equipped
with 2.5Gbps fiber connections from the ISP, but the facility is currently only utilizing 1Gbps connections. Which of the following
would need to be configured in order to use the ISP's connection speed?

A. Link aggregation

B. 802.1Q tagging

C. Port duplex

D. Network address translation

HE: A

=R

Understanding Link Aggregation:

Definition: Link aggregation combines multiple network connections into a single logical link to increase bandwidth and provide
redundancy.

Usage in High-Bandwidth Scenarios:

Combining Links: By aggregating multiple 1Gbps connections, the facility can utilize the full 2.5Gbps bandwidth provided by the ISP.
Benefits: Enhanced throughput, load balancing, and redundancy, ensuring better utilization of available bandwidth.

Comparison with Other Options:

802.1Q Taggng: Used for VLAN tagging, which does not affect the physical bandwidth utilization.

Network Address Translation (NAT): Used for IP address translation, not related to link speed or bandwidth aggregation.
Port Duplex: Refers to the mode of communication (full or half duplex) on a port, not the aggregation of bandwidth.



Implementation:

Configure link aggregation (often referred to as LACP - Link Aggregation Control Protocol) on network devices to combine
multiple physical links into one logical link.

Reference:

CompTIA Network+ study materials on network configuration and link aggregation.
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