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¢ SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the findamentals of SASE within enterprise environments. Candidates are expected to
understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.

F&E 1

¢ SASE Deployment: This section of the exam measures the knowledge of Implementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
FrE2 compliance rules. The exam also includes key fimctions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.
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¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of
F&E3 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions
improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks
and cloud systemns.

¢ Analytics and Monitoring: This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use

FrE4 FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The

focus is on leveraging analytics for operational visibility and strengthening the organization’s security

posture.
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Refer to the exhibits.

WiMO-Pro and Win7-Pro are endpoints from the same remote location. WiMO-Pro can access the internet though FortiSASE,
while Wm7-Pro can no longer access the internet Given the exhibits, which reason explains the outage on Wm7-Pro?

A. The Win7-Pro device posture has changed.

B. The Win7-Pro FortiClient version does not match the FortiSASE endpoint requirement.
C. Win7-Pro cannot reach the FortiSASE SSL VPN gateway

D. Win-7 Pro has exceeded the total vulnerability detected threshold.

ZEX: D
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Based on the provided exhibits, the reason why the Win7-Pro endpoint can no longer access the internet through FortiSASE is due
to exceeding the total vulnerability detected threshold. This threshold is used to determine if a device is compliant with the security
requirements to access the network.

Endpoint Compliance:

FortiSASE monitors endpoint compliance by assessing various security parameters, including the number of vulnerabilities detected
on the device.

The compliance status is indicated by the ZTNA tags and the vulnerabilities detected.

Vulnerability Threshold:

The exhibit shows that Win7-Pro has 176 vulnerabilities detected, whereas Winl 0-Pro has 140 vulnerabilities.

Ifthe endpoint exceeds a predefined vulnerability threshold, it may be restricted from accessing the network to ensure overall
network security.

Impact on Network Access:

Since Win7-Pro has exceeded the vulnerability threshold, it is marked as non-compliant and subsequently loses internet access
through FortiSASE.

The FortiSASE endpoint profile enforces this compliance check to prevent potentially vulnerable devices fiom accessing the internet.
FortiOS 7.2 Administration Guide: Provides information on endpoint compliance and vulnerability management.

FortiSASE 23.2 Documentation: Explains how vulnerability thresholds are used to determine endpoint compliance and access
control.
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Refer to the exhibit.

To allow access, which web tiller configuration must you change on FortiSASE?

A. FortiGuard category-based filter

B. inline cloud access security broker (CASB) headers
C. content filter

D. URL Filter
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Which of the following describes the FortiSASE inline-CASB component?

A. Tt detects data at rest.

B. It is placed directly in the traffic path between the endpoint and cloud applications.
C. It uses API to connect to the cloud applications.

D. It provides visibility for unmanaged locations and devices.

ZX: B

fE R«

The FortiSASE inline-CASB (Cloud Access Security Broker) component is designed to provide real-time security and visibility by
being placed directly in the traffic path between the endpoint and cloud applications . Inline-CASB inspects traffic as it flows to and
from cloud applications, enabling enforcement of security policies, detection of threats, and prevention of unauthorized access. This
approach ensures that all interactions with cloud applications are monitored and controlled in real time.

Here's why the other options are incorrect:

A . It provides visibility for unmanaged locations and devices: While inline-CASB enhances visibility, its primary function is to inspect
and secure traffic in real time. Visibility for unmanaged locations and devices is typically achieved through other components like
endpoint agents or API-based CASB.

C . It uses API to connect to the cloud applications: API-based CASB is a different approach that relies on APIs provided by cloud
applications to monitor and manage data. Inline-CASB operates directly in the traffic flow rather than using APIs.

D. It detects data at rest: Detecting data at rest is typically handled by Data Loss Prevention (DLP) tools or API-based CASB
solutions. Inline-CASB focuses on inspecting traffic in motion, not data stored in cloud applications.

Fortinet FCSS FortiSASE Documentation - Inline-CASB Overview

FortiSASE Administration Guide - Cloud Application Security

FIRE #49
What is required to enable the MSSP feature on FortiSASE?

e A Role-based access control (RBAC) must be assigned to identity and access management (IAM) users using the
FortiCloud IAM portal.

¢ B. Multi-tenancy must be enabled on the FortiSASE portal.

e C. MSSP user accounts and permissions must be configured on the FortiSASE portal.

e D. The MSSP add-on license must be applied to FortiSASE.

BER: A

S RE RS A «
To enable the MSSP feature on FortiSASE, you must use the FortiCloud IAM portal to assign RBAC permissions to users. This
grants appropriate access to manage nultiple tenants or customer accounts securely.

P& #50
‘Which authentication method overrides any other previously configured user authentication on FortiSASE?

e A MFA



B. RADIUS
C. Local
D. SSO

EX: D

R -
Single Sign-On (SSO) overrides any other previously configured user authentication method on FortiSASE, taking precedence for
user authentication.
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