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Topic Details

Topic 1

Principles, concepts and the requirements of ISO
IEC 27001:2022: This domain covers the core principles, key concepts, and mandatory requirements of
the ISO
IEC 27001:2022 standard. It explains how information security is structured, managed, and aligned with
organizational objectives.
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Topic 2
ISO 27001:2022 Annex A: This domain outlines the set of security controls listed in Annex A of the
standard. It explains how these controls are selected and applied to mitigate identified risks within an
ISMS.

Topic 3
How to Develop an ISMS: This section focuses on the process of establishing and implementing an
Information Security Management System (ISMS). It includes planning, risk assessment, and applying
appropriate controls to protect information assets.

CertiProf Certified ISO/IEC 27001:2022 Foundation Sample Questions (Q35-
Q40):
NEW QUESTION # 35 
What are the three main aspects of information security?

A. Durability, auditability, confidentiality
B. Non-repudiation, authenticity, accountability
C. Confidentiality, integrity, availability
D. Confidentiality, recoverability, integrity

Answer: C

Explanation:
The three fundamental properties of information security are confidentiality, integrity, and availability, often referred to as the CIA
triad. Confidentiality means information is accessible only to authorized persons or entities. Integrity means safeguarding the accuracy
and completeness of information. Availability means information and associated assets are accessible and usable when required.
These principles are foundational within ISO/IEC 27001 and ISO/IEC 27002. Therefore, option B is correct.
=======

NEW QUESTION # 36 
Identify the missing words in the following sentence.
The organization shall establish, ________, maintain, and continually improve an information security management system.

A. implement
B. monitor
C. administer
D. exploit

Answer: A

Explanation:
Clause 4.4 of ISO/IEC 27001:2022 requires the organization to establish, implement, maintain, and continually improve an
information security management system. This is one of the core statements of the standard and defines the lifecycle expectation for
the ISMS. Therefore, the missing word is implement, making option A correct.
=======

NEW QUESTION # 37 
What does ISO/IEC 27001:2022 require for the control of documented information?

A. Have an internal auditor validate that documented information control is performed externally
B. Acquire a technological tool to control documented information effectively
C. Hire a consultancy to determine how documented information should be controlled in order to achieve certification
D. Control documented information so that it is available and suitable for use, where and when it is needed

Answer: D

Explanation:
ISO/IEC 27001:2022 requires documented information to be controlled so that it is available and suitable for use where and when



needed, and adequately protected. The standard does not require purchasing software, hiring consultants, or assigning external
validation as mandatory conditions for compliance. Those may be organizational choices, but they are not requirements of the
standard. Therefore, option A is the correct answer.
=======

NEW QUESTION # 38 
Which statement describes a critical success factor for an Information Security Management System ISMS?

A. Implementing a measurement system used to evaluate information security management performance and provide
suggestions for improvement
B. Hiring an information security coordinator
C. Performing a second-party audit
D. Appointing at least two internal auditors for the information security system

Answer: A

Explanation:
An effective ISMS depends on monitoring, measurement, analysis, and evaluation. ISO/IEC 27001:2022 requires the organization
to determine what needs to be monitored and measured, how this will be done, and when the results will be analyzed and evaluated.
A measurement system supports informed decision-making, demonstrates performance, and enables continual improvement. The
other options may be useful in some organizations, but they are not critical success factors defined by the standard. Therefore, option
B is the best answer.
=======

NEW QUESTION # 39 
What are the phases of the PDCA cycle?

A. Plan, Validate, Verify, Act
B. Plan, Do, Check, Act
C. Plan, Do, Verify, Assure
D. Propose, Do, Validate, Act

Answer: B

Explanation:
The PDCA cycle stands for Plan, Do, Check, Act. It is a management model commonly associated with management systems,
including the implementation and continual improvement of an ISMS. In the context of ISO/IEC 27001:2022, this logic supports
planning the ISMS, implementing and operating it, monitoring and reviewing performance, and taking actions for continual
improvement. Therefore, option B is correct.
=======

NEW QUESTION # 40
......
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