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PR #284
Which encryption algorithm secures binding exchanges Between Cisco TrustSec SXP peers?

A. AES
B. SEAL
C.3DES
D. MD5

BE: A
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Cisco TrustSec (CTS) is a technology that enables secure access and dynamic role-based access control in the network. The
Security Group Tag (SGT) Exchange Protocol (SXP) is used to propagate SGTs across network devices. To ensure the secure
exchange of'these tags, Cisco uses encryption algorithirs.

AES (Advanced Encryption Standard): AES is widely used in many security protocols and standards because of'its strong
encryption capabilities. In the context of Cisco TrustSec, AES is the encryption algorithm used to secure binding exchanges between
SXP peers. It provides robust encryption, ensuring the integrity and confidentiality of the data being exchanged.

Implementation: When configuring SXP peers, the AES encryption ensures that the SGT information transmitted is secure and
cannot be intercepted or tampered with by unauthorized entities.

Cisco TrustSec Configuration Guide
Cisco's official documentation on TrustSec SXP deployment

PR #285
A network administrator is bringing up one WAN Edge for branch connectivity. Which types of tunnels form when the WAN edge
router connects to the SD-WAN fabric?

A. DTLS or TLS tunnel with vBond controller and [Psec tunnel with vManage controller.

B. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with vBond controller.

C. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with other Edge routers.

D. DTLS or TLS tunnel with vBond controller and [Psec tunnel with other WAN Edge routers.

ZER: C
fRRERR A :

The WAN Edge routers form a permanent Datagram Transpdrt Layer Security (DTLS)enTransport Layer Security (TLS) control connection to
the vSmart controllers and connect to both of the vSmart controllers ouerfeach transpert. The routers also form a permanent DTLS or TLS
control connection to the vManage server, but over just ong'of the transports. The WAN Edge routers securely communicate to other WAN
Edge routers using IPsec tunnels over each transport. The Bidirectional Forwarding Detection (BFD) protocol is enabled by default and runs

il =8 #286
An engineer configures an application-aware routing policy for a group of sites The locations depend on public and private
transports The policy does not work as expected when one of the transports does not perform properly This policy is configured:



policy

sla-class BULK_DATA
loss 20

latency 300

jitter 100

!

sla-class TRANSACTIONAL_DATA
loss 15

latency 50

jitter 100

!

sla-class REALTIME

iﬁm cy VPN-10_MPLS _“NQQN

pp-rouu-poﬂ
vpn-list VPN-10
soquonco 1
dsc 46 h
&)ﬂ!ﬁvw«:ﬂw biz-internet
!:Ia-class REALTIME preferred-color private1
|
sequence 11

match
dscp 34
!

action
!':Ia::;x: mmmnamcl ulwlm\

!
which configuration completes the policy so that it works for all locations?

O
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R #287
Refer to the exhibit.

Refer to the exhibit. Which configuration value is used to change the administrative distance of iBGP routes to 20?

A. Configure Local Distance to 20

B. Configure internal Routes Distance to 20
C. Configure Propagate AS Path to off

D. Configure External routes distance 20

ER: A

FRE #288
Drag and drop the policies from the left onto the correct policy types on the right.
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