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Auditor® 3 i) Sample Questions (Q312-Q317):

NEW QUESTION # 312
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Answer: C

Explanation:

Comprehensive and Detailed In-Depth

B. Correct Answer: The certification agreement is between the certification body and the A . Incorrect: Sarah does not need
approval from the certification body to withdraw, as she had not yet signed the certification agreement.

C . Incorrect: The certification agreement is not dependent on a specific auditor; it is an agreement between the organization and the
certification body.

Relevant Standard Reference:

NEW QUESTION # 313
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Answer: A

Explanation:

The main purpose of a Stage 1 third-party audit is to determine readiness for a Stage 2 audit. A Stage 1 audit is a preliminary
assessment that evaluates the organization's ISMS documentation, scope, context, and objectives, and identifies any major gaps or
nonconformities that need to be addressed before the Stage 2 audit. A Stage 1 audit does not introduce the audit team to the client,
as this is done during the audit planning phase. A Stage 1 audit does not check for legal compliance by the organization, as this is
done during the Stage 2 audit. A Stage 1 audit does not prepare an independent audit report, as this is done after the Stage 2 audit.
References: : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook, page 70. : ISO/IEC

27001 LEAD AUDITOR - PECB, page 23.

NEW QUESTION # 314
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Answer: D, E.GH

Explanation:

These four scenarios are examples of a lack of competence, which is defined as the ability to apply the knowledge and skills needed
to performa work role or a task effectively and efficiently12. Competence in ISO 27001:2022 is determined by the organisation's
needs and expectations, and it is based on the relevant education, training, or experience of the people involved in the ISMS34. The
organisation is required to ensure that all the people who affect the performance of the ISMS are competent, and to provide them
with the necessary training and awareness to fulfil their roles and responsibilities35. The four scenarios indicate that the people
involved either lack the knowledge or skills to perform their tasks, or have not received the appropriate training or guidance to do
so. The other scenarios are not related to competence, but to other factors such as negligence, error, or policy violation.
References: = 1: ISO 19011:2018 Guidelines for auditing management systers, clause 3.72: ISO/IEC 27007:

2011 Information technology - Security techniques - Guidelines for information security management systems auditing, clause 53:
ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems - Requirements,
clause 7.24:ISO 27001 Requirement 7.2 - Competence | ISMS.online15: ISO27001 Clause 7.2 Competence - Ultimate
Certification Guide - High Table3

NEW QUESTION # 315
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Answer: A

Explanation:

Integrity of data means accuracy and completeness of the data. Integrity is one of the three main objectives of information security,
along with confidentiality and availability. Integrity ensures that information and systems are not corrupted, modified, or deleted by
unauthorized actions or events. Data should be viewable at all times is not related to integrity, but to availability. Data should be
accessed by only the right people is not related to ntegrity, but to confidentiality. References: : CQI & IRCA ISO 2700122022 Lead
Auditor Course Handbook, page 24. : [ISO/IEC 27001 Brochures | PECB], page 4.
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Answer: A,B,D,F

Explanation:

The four controls from the list that the auditor in tramning should review are:

*B. How access to source code and development tools are managed: This control requires the organisation to restrict and monitor
the access to the source code and development tools that are used to create, modify, or maintain the software applications and



systemns that process or store the data of external clients. This is important for ensuring the integrity, confidentiality, and availability of
the software and the data, as well as for preventing unauthorized changes, errors, or malicious code injection.

*D. How protection against malware is implemented: This control requires the organisation to implement appropriate measures to
detect, prevent, and remove malware from the IT systems and devices that process or store the data of external clients. This includes
using antivirus software, firewalls, email filtering, web filtering, and other tools to protect against viruses, worns, ransonmware,
spyware, and other malicious software. This is essential for safeguarding the data and the systems from corruption, theft, or damage
caused by malware.

*E. How the organisation evaluates its exposure to technical vulnerabilities: This control requires the organisation to identify and
assess the technical vulnerabilities that may affect the IT systems and devices that process or store the data of external clients. This
includes using vulnerability scanning tools, penetration testing tools, threat intelligence sources, and other methods to discover and
evaluate the weaknesses and gaps in the security of the systems and the devices. This is necessary for prioritizing and implementing
the appropriate corrective actions and controls to mitigate the risks posed by the vulnerabilities.

*QG. The organisation's arrangements for information deletion: This control requires the organisation to establish and implement
policies and procedures for deleting the data of external clients from the IT systems and devices when it is no longer needed or
required. This includes defining the criteria and methods for data deletion, such as secure erasure, encryption, or physical
destruction. This is important for complying with the contractual obligations and the legal and regulatory requirements regarding the
retention and disposal of the data, as well as for protecting the confidentiality and integrity of the data.

References: = ISO/IEC 27001:2022, Annex A, clauses A.8.9, A.8.10, A.8.11, and A.8.28; Understanding ISO

27001:2022: People, process, and technology, pages 6-7; What are the 11 new security controls in ISO 27001:

2022? - Advisera.

NEW QUESTION # 317
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