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Fortinet NSE6_FMG_AD-7.6 Exam Syllabus Topics:

Section Objectives

Policy and Objects

- Policy management

1. Configure workspace mode
2. Perform policy imports and installations
3. Manage ADOM revisions
4. Perform policy and object management

Administration

- FortiManager features

1. Describe FortiManager features
2. Configure administrative domains (ADOMs)
3. Perform initial configuration

Troubleshooting

- Troubleshooting scenarios

1. Troubleshoot system issues
2. Troubleshoot import and installation issues
3. Troubleshoot device-level and ADOM-level issues
4. Describe FortiManager deployment scenarios

Advanced Configuration

- Advanced deployment

1. Configure the global database ADOM
2. Configure FortiGuard services
3. Describe FortiManager high availability (HA)
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Device Manager

- Device management

1. Install configuration changes using scripts
2. Diagnose issues using revision history
3. Register devices in ADOMs
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After nearly ten years' efforts, now our company have become the topnotch one in the field, therefore, if you want to pass the
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Fortinet NSE 6 - FortiManager 7.6 Administrator Sample Questions (Q45-
Q50):
NEW QUESTION # 45 
Refer to the exhibit.

An administrator added a FortiGate device to FortiManager with the default object settings at the ADOM layer.
What can you conclude from the import policy package process of the HQ-NGFW- 1 device?

A. The administrator must select Per Platform for all interfaces to correctly detect all interfaces from HQ- NGFW-1.
B. FortiManager will create LAN, port4, and port6 as normalized interfaces at the ADOM layer.
C. The administrator must manually create the port4 interface on the ADOM layer to avoid import policy errors.
D. FortiGate may not work as expected when the administrator does not import all objects.

Answer: B

Explanation:
The import process shows that FortiManager will create normalized interfaces named LAN, port4, and port6 at the ADOM layer,
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mapping them to the corresponding device interfaces based on the import settings.

NEW QUESTION # 46 
Refer to the exhibits.

An administrator needs to push a FortiToken Mobile to assign it to HR_user in the HQ-NGFW-1.
However, when installing the policy package, they receive the following error message:

Why is the administrator not able to install the FortiToken on the HQ-NGFW-1 firewall?

A. The administrator must use per-device mapping to assign the FortiToken to HQ-NGFW-1.
B. The administrator must use a valid FortiToken that exists on HQ-NGFW-1.
C. The administrator must use a user local meta field to assign FortiToken.
D. The administrator must use a metadata variable to assign the same FortiToken to multiple users in FortiManager.

Answer: B

Explanation:
The error occurs because the FortiToken used (FTKM0B4A9AC5C56D) must already exist and be registered on the FortiGate
device HQ-NGFW-1. FortiManager cannot push or create new FortiTokens on the device; the token must be valid and present on
the FortiGate before it can be assigned to a user.



NEW QUESTION # 47 
A service provider administrator has assigned a global policy package to a managed customer ADOM named My_ADOM. The
customer administrator has access only to My_ADOM.
How can the customer administrator edit the global header policy of the global policy package?

A. The customer administrator can edit the header policy by using workspace mode on the global ADOM.
B. The customer administrator cannot edit the global header policy; only the service provider administrator can make changes
from the global ADOM.
C. The customer administrator can edit the header policy by using workflow mode on the global ADOM and My_ADOM.
D. The service provider administrator can unlock the global policy from the global ADOM to authorize changes to the
customer administrator.

Answer: B

Explanation:
The global policy package is managed only from the global ADOM by the service provider administrator.
Customer administrators with access solely to their ADOM (My_ADOM) cannot edit the global header policy; such changes must
be made by the service provider administrator in the global ADOM.

NEW QUESTION # 48 
Refer to the exhibits.

An administrator needed to recover all the configurations related to the user, Support. The configurations were saved in configuration
revision ID 9.
The administrator reverted the configuration using the Configuration Revision History window and received the CLI output shown in
the exhibit.
What can you conclude from the CLI output?

A. The administrator installed only the device-level configuration.
B. The administrator set the flag to 0 to prevent configuration overrides.
C. The administrator needs to retrieve the device to correctly detect the FortiGate firmware version.



D. The administrator reinstalled the policy package.

Answer: A

Explanation:
The correct answer is D. The exact extract from the study guide says a revert operation "Reverts only the device database to the
previous revision" and "Does not revert policies and objects-you must import them." It further states: "Performing a revert operation
followed by an installation only reverts device-level changes and does not revert policy packages." That exactly matches the CLI
output. The device shows the device manager portion as installed and synchronized, while the policy package appears as unknown,
which indicates the revert and installation affected the device-level configuration only. It did not reinstall or synchronize the policy
package. Therefore B is incorrect. A is unsupported by the source, and C is unrelated because the firmware version is already
shown in the device list output. The study guide also states that after revert you must use Import Configuration to synchronize policy
information.

NEW QUESTION # 49 
Refer to the exhibits.

An administrator has been asked to install the same policies from a central policy package onto the BR1-FGT-
1 firewall.
The administrator added BR1-FGT-1 as a target in the central policy package installation.
What should the administrator do when reinstalling the central policy package on the BR1-FGT-1 firewall?

A. Import the policy package to change the unknown status and synchronize the policy package.
B. Assign only one policy package to the firewall because FortiManager does not allow more than one policy package
assigned per device at the same time.
C. Use the install wizard to install the central policy package on the BR1-FGT-1 firewall.
D. First resolve the modified status in the configuration and provisioning templates to allow a smooth installation.

Answer: C

Explanation:
Using the Install Wizard is the recommended method to reinstall the central policy package on the BR1-FGT-
1 firewall, ensuring all settings, installation targets, and dependencies are correctly processed during installation.



NEW QUESTION # 50
......
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