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Topic Details
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technologies, and 802.11 WLAN functional concepts.

Topic 3
WLAN Network Security: It addresses the concepts of weak security options, security mechanisms for
enterprise WLANs, and security options and tools used in wireless networks.
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CWNP certification CWNA-109 exam related professional knowledge is a kind of method, through a small amount of time and
money UpdateDumps choose to use the pertinence training and exercises is also a kind of method.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q124-
Q129):
NEW QUESTION # 124 
Lynne runs a small hotel, and as a value added service for his customers he has implemented a Wi-Fi hot- spot. Lynne has read
news articles about how hackers wait at hot-spots trying to take advantage of unsuspecting users. He wants to avoid this problem at
his hotel.
What is an efficient and practical step that Lynne can take to decrease the likelihood of active attacks on his customers' wireless
computers?

A. Enable station-to-station traffic blocking by the access points in the hotel.
B. Require EAP-FAST authentication and provide customers with a username/password on their receipt.
C. Implement Network Access Control (NAC) and require antivirus and firewall software along with OS patches.
D. Implement an SSL VPN in the WLAN controller that initiates after HTTPS login.

Answer: A

Explanation:
In a public Wi-Fi hotspot, like the one Lynne runs in his hotel, ensuring customer security against active attacks is crucial. Active
attacks involve unauthorized access, eavesdropping, or manipulation of the network traffic. To mitigate such threats, an effective and
practical step is:
* Station-to-Station Traffic Blocking: Also known as client isolation, this feature prevents direct communication between devices
connected to the Wi-Fi network. By enabling this on the access points, Lynne can significantly decrease the likelihood of active
attacks like man-in-the-middle (MITM) attacks, where an attacker intercepts and possibly alters the communication between two
parties.
The other options, while beneficial for network security, might not be as straightforward or practical for Lynne's situation:
* Network Access Control (NAC) requires a more complex infrastructure and management, which might not be ideal for a small
hotel setup.
* Implementing an SSL VPN adds an extra layer of security but might complicate the login process for users, potentially affecting the
user experience.
* Requiring EAP-FAST authentication provides secure authentication but may not be feasible for transient customers who expect
quick and easy network access.
Therefore, enabling station-to-station traffic blocking is a practical and efficient measure that Lynne can implement to enhance
customer security on the Wi-Fi network.
References:
CWNA Certified Wireless Network Administrator Official Study Guide: Exam CWNA-109, by David D.
Coleman and David A. Westcott.
Best practices for securing a wireless network in a public hotspot environment.

NEW QUESTION # 125 
802. 11ax (HE) introduces Resource Units that can be used to allow communications with multiple devices at the same time, on the
same channel, in the same BSS. What feature of 802.1 lax provides this functionality?

A. Wi-Fi-LTE
B. TWT
C. 6 GHz support
D. OFDMA

Answer: D

Explanation:
The feature of 802.11ax (HE) that provides this functionality is OFDMA. OFDMA stands for Orthogonal Frequency Division
Multiple Access and is a technology that allows multiple devices to communicate simultaneously on the same channel in the same
BSS. OFDMA works by dividing a channel into smaller subchannels called Resource Units (RUs), which are composed of groups
of subcarriers or tones. Each RU can be assigned to a different device based on its bandwidth requirement and signal quality. This
way, OFDMA can increase the efficiency and capacity of the channel by reducing overhead, contention, and latency.
OFDMA can also support both uplink and downlink multi-user transmissions using trigger frames and buffer status reports. 6 GHz



support, TWT, and Wi-Fi-LTE are not features of 802.11ax that provide this functionality. References: [CWNP Certified Wireless
Network Administrator Official Study Guide:
ExamCWNA-109], page 226; [CWNA: Certified Wireless Network Administrator Official Study Guide:
ExamCWNA-109], page 216.

NEW QUESTION # 126 
What is the most effective method for testing roaming in relation to 802.11 VoIP handsets?

A. Use the built-in roaming monitor built into all VoIP handsets.
B. Use a protocol analyzer to capture the traffic generated when a laptop roams.
C. Use a spectrum analyzer to monitor RF activity during a VoIP call.
D. Place a call with the handset and move around the facility to test quality during roaming.

Answer: D

Explanation:
The most effective method for testing roaming in relation to 802.11 VoIP handsets is to place a call with the handset and move
around the facility to test quality duringroaming. This method allows you to evaluate the actual performance and user experience of
VoIP calls over wireless networks, as well as identify any potential issues such as signal strength, interference, latency, jitter, packet
loss, or handoff delays. A spectrum analyzer can only show you the RF activity during a VoIP call, but not how it affects the voice
quality or roaming behavior. A protocol analyzer can capture the traffic generated when a laptop roams, but it cannot simulate the
characteristics of a VoIP handset such as battery life, antenna design, codec support, or QoS features. A built-in roaming monitor is
not a common feature in all VoIP handsets, and it may not provide accurate or comprehensive information about the roaming
process. References: [CWNP Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 487;
[Voice over Wireless LAN 4.1 Design Guide], page 6-19.

NEW QUESTION # 127 
In a mesh BSS (MBSS), according to the 802.11 standard, what device connect the mesh to an Ethernet network?

A. Mesh Portal
B. Mesh Switch
C. Mesh Gate
D. Mesh Router

Answer: A

Explanation:
a mesh portal is a device that connects a mesh BSS (MBSS) to an Ethernet network, such as the Internet. A mesh portal acts as a
bridge between the wired and wireless domains, and allows the mesh stations to communicate with external networks. A mesh portal
is also a mesh point, which means it can forward traffic within the MBSS.
The other options are not correct. Option A. Mesh Gate is a device that connects a mesh BSS (MBSS) to another mesh BSS or
another wireless network, such as an infrastructure BSS or an ad hoc network2. A mesh gate acts as a gateway between different
wireless domains, and allows the mesh stations to communicate with other wireless networks. A mesh gate is also a mesh point,
which means it can forward traffic within the MBSS. Option B. Mesh Switch is not a valid term in the 802.11 standard. Option C.
Mesh Router is also not a valid term in the 802.11 standard.

NEW QUESTION # 128 
You are reconfiguring an AP to use the short guard interval. How long will the new guard interval duration be after the change?

A. 104 ms
B. 400 ns
C. 800 ns
D. 10 ms

Answer: B

Explanation:
The short guard interval is an optional feature of 802.11n and 802.11ac that reduces the time between OFDM symbols from 800 ns



to 400 ns. This can increase the data rate by about 11%, but also requires more precise timing and synchronization between the
transmitter and the receiver. The short guard interval is only used when both the AP and the client support it and agree to use it .
References: [CWNA-109 Study Guide], Chapter 4: Radio Frequency Signal and Antenna Concepts, page 163; [CWNA-
109Study Guide], Chapter 4:
Radio Frequency Signal and Antenna Concepts, page 157.
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