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Fortinet NSE7 EFW-7.2 Exam Syllabus Topics:

Topic Details

¢ Routing: It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
Topic 1 route enterprise traffic.

¢ Central management: The topic of Central management covers implementing central management.

Topic 2

¢ VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
Topic 3 implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.

¢ System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
Topic 4 Furthermore, it delves into configuring various operation modes for an HA cluster.

¢ Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
Topic 5 delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an

enterprise network.
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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q42-Q47):

NEW QUESTION # 42
Refer to the exhibit, which shows a routing table.

F:RTHINE

» %

-

What two options can you configure in OSPF to block the advertisement of the 10.1.10.0 prefix? (Choose two.)

A. Disable Redistribute Connected

B. Configure a route-map out

C. Configure a distribute-list-out

D. Remove the 16.1.10.C prefix from the OSPF network

Answer: B,C

Explanation:

To block the advertisement of the 10.1.10.0 prefix in OSPF, you can configure a distribute-list-out or a route-map out. A distribute-
list-out is used to filter outgoing routing updates from being advertised to OSPF neighbors]. A route-map out can also be used for
filtering and is applied to outbound routing updates2. References = Technical Tip: Inbound route filtering in OSPF wusi ... - Fortinet
Community, OSPF | FortiGate / FortiOS 7.2.2 - Fortinet Documentation

NEW QUESTION # 43
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# diagnose webfilter fortiguard cache dump
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Refer to the exhibit, which shows the output from the webfilter fortiguard cache dump and webfilter categories commands.
Using the output, how can an administrator determine the category of the training, fortinet.com am website?

A. The administrator must convert the first three digits of the IP hex value to binary

B. The administrator must convert the first two digits of the Domain hex value to a decimal value
C. The admmistrator nust add both the Pima in and Iphex values of 34 to get the category number
D. The administrator can look up the hex value of 34 in the second command output.

Answer: D

Explanation:
* Option B is correct because the administrator can determine the category of the training. fortinet.com website by looking up the hex
value of 34 in the second command output. This is because the first command output shows that the domain and the IP of the



website are both in category (Hex) 34, which corresponds to Information Technology in the second command output1.

* Option A is incorrect because the administrator does not need to convert the first three digits of the IP hex value to binary. The IP
hex value is already in the same format as the category hex value, so the administrator can simply compare them without any
conversion2.

* Option C is incorrect because the administrator does not need to add both the Pima in and Iphex values of 34 to get the category
number. The Pima in and Iphex values are not related to the category number, but to the cache TTL and the database version
respectively3.

* Option D is incorrect because the administrator does not need to convert the first two digits of the Domain hex value to a decimal
value. The Domain hex value is already in the same format as the category hex value, so the administrator can simply compare them
without any conversion2. References: =

* 1: Technical Tip: Verify the webfilter cache content4

* 2: Hexadecimal to Decimal Converter5

* 3: FortiGate - Fortinet Commumnityd

* : Web filter | FortiGate / FortiOS 7.2.0 - Fortinet Documentation7

NEW QUESTION # 44
Refer to the exhibit, which contains mformation about an IPsec VPN tunnel.

FortiGate # diag vpn tunnel list
list all ipsec tunnel in vd @

name=tunnel_O8 ver=2 serial=1 100.64.3.1:8->180.64.1.1:8 tun_1d=100.64.1.7 tun_1d6=::188.64.1.
bound_if=3 lgwy=static/1 tun=intf mode=auto/1 encap=none/552 optiong[08228|=npu frag-rfc run_g

proxyid_num=1 child_num=8 refcnt=3 1last=42949917 olast=429499% “ad=/0
stat: rxp=0 txp=0 rxb=8 txb=0
dpd: mode=off on=8 1dle=28888ms retry=3 count=8 seqno=8
natt: mode=none draft=@ interval=0 remote_port=0
fec: egress=0 ingress=0
proxyid=tunnel_8_08 proto=8 sa=1 ref=2 serial=l
src: 6:0.0.0.8-255.255.255.255:0
dst: ©:0.0.0.8-255.255.255.255:@
SA: ref=3 options=302082 type=08_gsoTr=0 mtu=1280 expire=1454/8B replaywin=20848
seqno=1 esn=0 replaywin_Jastseq 080000 qat=192 rekey=0 hash_search_len=1
life: type=81 bytes=8/8 tigpeoutsl /68/1800
dec: sp1=877d6598 esp=apf) Key=16 be3B8ec1fbB5464285764424bc4Ba76d
ah=sha256 key=32 cg8894be33909835271a48b2e/a5c998e6b28a18a3ddd8e/bc/ecbeb/2dfe/ccS
enc: sp1=63d@f38a esp=aesskey=16 dB8d3343af2fed4ddd958a822cd656bB6
ah=sha256 key=32 2644082ba8adB4a7e97732b52ec27c92ff86eBa97bb33e22887677336f16708c7d
dec:pkts/bytes=8/8, enc:pkts/bytes=8/8
npu_flag=08 npu_rgwy=180.64.1.1 npu_lgwy=180.64.3.1 npu_selid=8 dec_npuid=8 enc_npuid=8
run_tally=8

What two conclusions can you draw from the command output? (Choose two.)

¢ A. Both IPsec SAs are loaded on the kernel.

¢ B. Forward error correction in phase 2 is set to enable.
e C. Dead peer detection is set to enable.

e D. The IKE version is 2.

Answer: A,D

Explanation:

From the command output shown in the exhibit:

B: The IKE version is 2: This can be deduced from the presence of 'ver=2' in the output, which indicates that IKEv2 is being used.
C: Both IPsec SAs are loaded on the kernel: This is indicated by the line "'npu flags=0x0/0", suggesting that no offload to NPU is
occurring, and hence, both Security Associations are loaded onto the kernel for processing.

Fortinet documentation specifies that the version of IKE (Internet Key Exchange) used and the loading of IPsec Security
Associations can be verified through the diagnostic commands related to VPN tunnels.

NEW QUESTION # 45



Refer to the exhibit, which contains a partial BGP combination.

You want to configure a loopback as the OGP source.
Which two parameters must you set in the BGP configuration? (Choose two)

A. bgp-enfoce-multihop
B. ebgp-enforce-multihop
C. recursive-next-hop

D. update-source

Answer: B,D

Explanation:

To configure a loopback as the BGP source, you need to set the "ebgp-enforce-multihop" and "update-source” parameters in the
BGP configuration. The "ebgp-enforce-multihop" allows EBGP connections to neighbor routers that are not directly connected,
while "update-source" specifies the IP address that should be used for the BGP sessionl. References = BGP on loopback,
Loopback mterface, Technical Tip: Configuring EBGP Multhop Load-Balancing, Technical Tip: BGP routes are not installed in
routing table with loopback as update source

NEW QUESTION # 46

Refer to the exhibit, which shows an ADVPN network,
ADVPN Network topology

Hub B
HUb A Hubs § config vpn ipsec phasel-interface
2 edit “Hub2Hub"
i“f(/ end
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w—w Overiay 1
Overlay 2

An admmnistrator must configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
‘What must the administrator configure in the phase 1 VPN IPSEC configuration of the Hub2cub tunnels?

A. Oset auto-discovery-receiver enable
B. Oset auto-discovery-sender enable
C. Oset add-route enable

D. set auto-discovery-forwarder enable

Answer: D



NEW QUESTION # 47
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