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E M #390
Which protocol is implemented to establish secure control plane adjacencies between Cisco SD-WAN nodes?

e A ESP
e B.TLS
e C.IKF
e D. IPsec

IEf#: B
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The protocol used to establish secure control plane adjacencies between Cisco SD-WAN nodes is TLS (Transport Layer Security).
In the Cisco SD-WAN architecture, TLS provides a secure channel for control plane traffic between the various SD-WAN
components, ensuring both privacy and data integrity. This is critical for maintaining a secure network environment, especially when
transmitting sensitive information across the control plane.

B #391
Refer to the exhibit.

WLARNS > Edit "Guest_Wireless’

Layer2 | Layer3 | AAA Servers

Select AAA servers below 1o override use of default servers on this WLAN

Radius Servers

Rodius Server Overwnte interface ™ Enabled

Interface Pronty E WLAN -l

Authentication Servers Accounting Servers
¥ Enabled ¥ Enabled

Server 1 |Mone = [ Mone =]

Server 2 | None =| | none =}

Server 3 | Mone = |vone =}

Serverd |Hon¢- ﬂ |Nonw ;I

Server S | None =| | Hone =]

Server & | Mone =l [none =]

Assuming the WLC's interfaces are not in the same subnet as the RADIUS server, which interface would the WLC use as the
source for all RADIUS-related traffic?

A. the controller virtual nterface

B. the controller management interface

C. the interface specified on the WLAN configuration
D. any interface configured on the WLC

Ef#: C

HA #392
Which statement about LISP encapsulation in an EIGRP OTP implementation is true?

A. LISP learns the next hop

B. OTP uses LISP encapsulation to obtain routes from neighbors
C. OTP uses LISP encapsulation for dynamic multipoint tunneling
D. OTP maintains the LISP control plane

Ef#: D

TR

Explanation

The EIGRP Over the Top solution can be used to ensure connectivity between disparate EIGRP sites. This feature uses EIGRP on
the control plane and Locator ID Separation Protocol (LISP) encapsulation on the data plane to route traffic across the underlying



WAN architecture. EIGRP is used to distribute routes between customer edge (CE) devices within the network, and the traffic
forwarded across the WAN architecture is LISP encapsulated.

EIGRP OTP only uses LISP for the data plane, EIGRP is still used for the control plane. Therefore we cannot say OTP uses LISP
encapsulation for dynamic multipoint tunneling as this requires encapsulating both data and control plane traffic -> Answer 'OTP uses
LISP encapsulation for dynamic multipoint tunneling' is not correct.

In OTP, EIGRP serves as the replacement for LISP control plane protocols (therefore EIGRP will learn the next hop, not LISP ->
Answer 'LISP learns the next hop' is not correct). Instead of doing dynamic EID-to-RLOC mappings in native LISP-mapping
services, EIGRP routers running OTP over a service provider cloud create targeted sessions, use the IP addresses provided by the
service provider as RLOCs, and exchange routes as EIDs. Let's take an example:

LISP Site 1 RLOC LISP Site 2
s b 1920231 <08 -
EID-prefix EID-prefix |
10.0.1.0/24 10.0.2.0/24
10.0.1.11 - RLOC 10.0.2.12

J 198.51.100.62
IfR1 and R2 ran OTP to each other, R1 would learn about the network 10.0.2.0/24 from R2 through EIGRP, treat the prefix
10.0.2.0/24 as an EID prefix, and take the advertising next hop
198.51.100.62 as the RLOC for this EID prefix. Similarly, R2 would learn from R1 about the network 10.0.1.0/24 through EIGRP,
treat the prefix 10.0.1.0/24 as an EID prefix, and take the advertising next hop 192.0.2.31 as the RLOC for this EID prefix. On
both routers, this information would be used to populate the LISP mapping tables. Whenever a packet from 10.0.1.0/24 to
10.0.2.0/24 would arrive at R1, it would use its LISP mapping tables just like in ordinary LISP to discover that the packet has to be
LISP encapsulated and tunneled toward 198.51.100.62, and vice versa. The LISP data plane is reused in OTP and does not
change; however, the native LISP mapping and resolving mechanisirs are replaced by EIGRP.

Reference: CCIE Routing and Switching V5.0 Official Cert Guide, Volume 1, Fifth Edition

M #393
Drag and drop the characteristics from the left onto the routing protocols they describe on the right.
-

maintains alternative loop-free backup path if available

quickly computes new path upon link failure

k9 {
. .

selects routes using the DUAL algorithm @7~
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:
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Explanation:
A picture containing timeline Description automatically generated

B #394
Refer to the exhibit.

¢isco

R1 R2
Interface Fa0/0 Interface Fa0/0

IP address 172.30.110.2 IP address 172.30.110.3
standby 1ip 172.30.110.1 standby 1ip 172.30.110.1

‘Which configuration change ensures that R1 is the active gateway whenever it is in a finctional state for the 172.30.110.0724
network?




Ef#:

RE &
standby 1 priority 100
standby 1 preempt

R
standbyl 1 préempt
R 1

Standby 1 pricrity 90

"1

standby 1 presmed
R2

standby 1 prierity 100

C
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