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B #51
Which two thresholds can be chosen in Advanced Mode when setting up a Smart Alert?
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A. Progressive
B. Static

C. Neutral

D. Adaptive

E. Single
Eﬁ: B\ D

A -

Instana Smart Alerts provide intelligent, context-aware alerting capabilities. In Advanced Mode, administrators can choose between
two distinct threshold types: Static and Adaptive. The IBM Instana documentation details: "Advanced Mode supports both static
and adaptive thresholds, letting users define explicit limit values or rely on adaptive baselines derived from historical data." Static
thresholds are fixed, user-defined values best suited for predictable workloads or regulatory uptime scenarios. Adaptive thresholds
use machine learning on time-series historical behavior to automatically adjust boundaries when traffic patterns or operating baselines
change. This significantly reduces false positives and ensures that alerts reflect true anomalies rather than normal variance. Both
threshold types can trigger multi-level alerts and integrate with escalation policies. Static measures remain critical for SLIs requiring
consistent control, while adaptive techniques optimize monitoring of microservices under fluctuating loads. IBM emphasizes
combining these in practice to balance detected sensitivity across mixed systemns, leveraging Al-driven dynamic configurations in
adaptive mode as a key differentiator in its observability platform.

H #52
‘Which configuration file contains Instana server connection details for the host agent?

A. cominstana.agent.main.sender.File.cfg

B. cominstana.agent.main.sender. Backend.cfg
C. cominstana.agent.main.sender.Server.cfg
D. com.instana.agent.main.config. Agent.cfg

Ef#: C

fEERL:

The primary configuration file specifying Instana server connection parameters for the host agent is

com.instana.agent.main.sender. Server.cfg. The IBM documentation affirms: "The Server.cfg file inside the agent's configuration
directory defines backend connection endpoints, ports, and security tokens to communicate with the Instana backend or cluster
installation.” This file is referenced on agent startup and dictates host-server routing, clustering, authentication, and TLS endpoints.
Other config files control agent properties or log shipping, not backend connectivity. Editing Server.cfg is the recommended method
for specifying on-premises, private cloud, or SaaS endpoints for all monitored agents.

ER#53
How can an administrator collect initial troubleshooting information in self-hosted Standard Edition?

A. stanctl trace

B. stanctl nust-gather
C. stanctl collect

D. stanctl debug

EfE: B

AR :

Administrators managing self-hosted Standard Edition clusters can generate diagnostic bundles using the verified IBM command
stanctl must-gather. The documentation specifies: "The 'stanctl must-gather' command collects logs, configuration files, and relevant
diagnostic output from all components for analysis and support submission." This standardized data-collection utility aggregates
mformation across microservices and stores it into an archive for troubleshooting, Other commands (trace, debug, collect) serve
specific functions but do not generate the comprehensive support package expected by IBM Support. Must-gather ensures inclusion
of system status, resource snapshots, and error contexts, effectively accelerating issue resolution. This feature parallels other IBM
products' must-gather standards, ensuring consistent methodology for customer support cases and automated diagnostics workflow.

HR #54



How can OTLP be enabled?

e A Inthe settings.hcl

e B. Inthe parans.yaml

e C. Using Helm

e D. By configuring multiple tracers

IEf: C

fiR .-

OTLP (OpenTelemetry Protocol) enables modern, standards-based telemetry with Instana for traces and metrics. The official IBM
Instana documentation explains that enabling OTLP support should be done during installation or upgrade via Helm, using either
values set ina YAML file or via the --set command line argument. This method is described as, "To enable OTLP, use Helm with
the provided chart and set OTLP values in your values.yaml or with the --set flag." Helm automation allows administrators to easily
manage, update, and version-control agent and collector configuration at scale-especially in Kubernetes environments. It is favored
because it is conpatible with Instana's operator and dynamic config approaches. Manual edits in settings.hcl or params.yaml are not
recommended or officially documented for enabling OTLP streams. Multiple tracers relate to instrumentation and are not for
enabling the protocol itself. Using Helm provides a streamlined, repeatable and supported approach - per IBM Instana deployment
best practices.

B #55

‘Which environment requires an air-gapped Instana installation?

A. An environment that allows unrestricted data transfer internalty

B. An environment with restricted or no access to any external network or internet

C. An environment with high-speed internet connectivity

D. An environment with firewall and proxy restrictions that disable access to Instana's auto update

IEf#: B

R -

According to the IBM Instana Observability documentation, an air-gapped installation is required when your environment is
disconnected from the internet or has no access to external networks. The documentation states: "Air-gapped and restricted
environments require deploying Instana without any connection to public repositories or backend services, assuring fill isolation for
compliance and regulatory requirements." The air-gapped setup ensures sensitive data or system configurations are never exposed
outside the organization's internal trusted boundaries, making it mandatory for government, defense, or tightly regulated industries.
Standard installation processes, including auto-update features and remote license verification, are replaced in air-gapped
deployments with manual artifact and key management, as file transfers and package updates must be handled strictly within the
controlled environment. The option described in B (high-speed internet) or D (unrestricted internal transfer) does not trigger air-
gapping, while option A may require proxy or firewall configuration but is not entirely air-gapped unless full external access is
blocked.
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