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(Q114-Q119):
NEW QUESTION # 114 
A web application allows SQL injection attacks on its admin panel. What should you recommend to mitigate this issue?

A. Increase session timeout durations
B. Hardcode admin passwords
C. Use HTTP instead of HTTPS for the admin panel
D. Restrict admin access to trusted IPs only

Answer: D

NEW QUESTION # 115 
A penetration test reveals that session cookies do not have the HttpOnly attribute set. What is the recommended mitigation?

A. Store session data in local storage instead
B. Add the HttpOnly attribute to all session cookies
C. Add the HttpOnly attribute to all session cookies
D. Set long expiration times for session cookies

Answer: B

NEW QUESTION # 116 
Which tool is commonly used as a web application proxy for penetration testing?

A. Burp Suite
B. Nmap
C. Wireshark
D. Metasploit

Answer: A

NEW QUESTION # 117 
A web application uses AJAX for dynamic content updates but has no fallback for older browsers.
What is the best course of action?

A. Use plain text responses instead of JSON
B. Redirect users with older browsers to a different site
C. Provide fallback mechanisms for non-AJAX-supported browsers
D. Disable AJAX functionality entirely

Answer: C

NEW QUESTION # 118 
Which tools are effective for finding XSS vulnerabilities? (Choose two)

A. Burp Suite
B. OWASP ZAP
C. Wireshark
D. Nessus

Answer: A,B

NEW QUESTION # 119
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