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¢ Radio Frequency Commumications: This section of the exam measures the skills of RF Engneers and
focuses on the fundamental principles of radio frequency communications. It involves explaining RF wave
characteristics such as frequency, wavelength, and amplitude, and understanding behaviors like
amplification, attenuation, and free space path loss. The domain covers describing modulation techniques
FH 1 including ASK, FSK, PSK, and QAM, and explaining the capabilities of RF components like radios,
antennas, and cabling. It also includes describing the use and capabilities of different RF bands in terms of
commumnication ranges and power levels.

o Supporting Wireless Solutions: This section of the exam measures the skills of Wireless Support Engineers
and focuses on the ongoing administration and support of wireless solutions across various vertical
markets. It involves administering solutions in healthcare, industrial, smart cities, retail, and other
environments while troubleshooting common problens including interference, configuration issues, and

FH 2 hardware malfunctions. The domain includes determining the best use of scripting and programming

solutions for loT implementations, understanding data structures and APIs, and comprehending networking

and security protocols. It also covers understanding application architectures and their impact on wireless
solutions, including single-tier and multi-tier architectures, database systens, and application servers.

¢ Implementing Wireless Solutions: This section of the exam measures the skills of Wireless Implementation
Specialists and covers the practical implementation of wireless [oT solutions. It involves understanding key
issues related to automation, integration, monitoring, and management, and using best practices in
implementation,n including pilot testing, configuration, installation, and documentation. The domain includes
FH 3 validating implementations through testing and troubleshooting, performing installation procedures including
equipment mounting and connectivity configuration, and implementing security solutions covering
authentication, authorization, and encryption. It also encompasses knowledge transfer practice,s including
staff training and solution documentation.

¢ Planning Wireless Solutions: This section of the exam measures the skills of IoT Solutions Architects and
encompasses the planning phase of wireless IoT solutions. It involves identifying system requirements,
including use cases, capacity needs, security requirements, and integration needs, while considering

=X 4 constraints such as budgetary, technical, and regulatory limitations. The domain includes selecting
appropriate wireless solutions based on requirements, planning for technical needs, including LAN

¢ WAN networking and frequency coordination, and understanding the capabilities of common wireless IoT
solutions like Bluetooth, Zigbee, and LoRaWAN, along with location services and methods.

o Wireless Technologies: This section of the exam measures the skills of Wireless Architects and covers
foundational knowledge of wireless IoT technologies and their applications. It includes maintaining
awareness of emerging technologies through research, understanding common applications and their
associated frequencies and protocols, and familliarity with key standards organizations like IEEE, IETF,

FH 5 and Wi-Fi Alliance. The domain also encompasses defining various wireless network types including

WLAN, WPAN, and [oT implementations across industries, along with understanding the hardware and

software components of [oT devices and gateways, covering processors, memory, radios, sensors, and

operating systers.

Z| Al CWNP CWSA CWISA-103 F R MEEA (Q28-Q33):

EE #28
‘What organization maintains and publishes the 802.15.4 Standard?

A. Zigbee Alliance
B. IETF
C. IEEE
D. Bluetooth SIG

He: C

Y.
* TEEE 802.15.4: The IEEE 802.15.4 standard is a fundamental specification for low-rate wireless personal area networks (LR-
WPAN:S). It serves as the basis for many wireless IoT protocols.



* IEEE's Role: The Institute of Electrical and Electronics Engneers (IEEE) is the organization responsible for creating, maintaining,
and publishing the 802.15.4 standard.

References

* TEEE 802.15.4 Standard: https’/standards.ieee.org/standard/802_15 4-2020.html

* IEEE Website: https//www.ieee.org/

EE #29
You are planning to outsource the implementation of a new LoRaWAN w of the service provider performing the implementation in
all cases?

A. Ongoing paid support
B. Ongoing free support
C. Proof of concept

D. Effective documentation

HE: D

MY

* Outsourcing Knowledge Transfer: When outsourcing implementation, the service provider has firsthand knowledge of system
setup and configuration. Clear documentation ensures this knowledge remains accessible to you after the project is complete.

* Ongoing Support: While paid/fiee support options influence long-term maintenance, they won't substitute missing documentation
about the specific setup.

* Reducing Future Vendor Reliance: Detailed documentation helps mitigate over-reliance on the service provider for mmor changes
and troubleshooting, giving you more long-term autonomy.

* Proof of Concept: A POC typically happens before outsourcing, and focuses on validating the solution's feasibility, not ensuring
smooth knowledge transfer thereafter.

References:

Service Level Agreements (SLAs): Documentation related to outsourced work may be defined as a deliverable within an SLA.
Knowledge Management Best Practices:

EAE #30
‘What primary conmponent is required to implement a wireless transceiver in a device?

A. Radio

B. SRAM

C. GPIO pins

D. Flash memory

e A

ME.

* Wireless Transceiver: A transceiver is a combination of a transmitter and receiver used for wireless communication.
* Radio: The radio is the primary component responsible for:

* Modulation: Encoding data onto a carrier wave.

* Demodulation: Extracting data from a received signal.

* Transmission/Reception: Handling the actual sending and receiving of modulated signals over the air.

References

* Transceiver: https//en.wikipedia.org/wiki/Transceiver

AE #31
Which one of'the following location tracking technologies is most energy efficient in typical implementations?

A. BLE Beacons
B. Cellular
C.GPS

D. Wi-Fi

HE: A



MH.

* BLE Beacon Power Efficiency: Bluetooth Low Energy (BLE) beacons are designed for low power consumption. Their primary
function is to periodically broadcast short data packets (advertising their presence).

* Other Technologies:

* Cellular: More power-hungry due to long-range communication and complex protocols.

* GPS: Power intensive, especially when actively tracking location.

* Wi-Fi.

A2 #32
You are planning to outsource the implementation of a new LoRaWAN w of the service provider performing the implementation in
all cases?

A. Ongoing paid support
B. Ongoing free support
C. Proof of concept

D. Effective documentation

He:. D

Y.

Outsourcing Knowledge Transfer: When outsourcing implementation, the service provider has firsthand knowledge of system setup
and configuration. Clear documentation ensures this knowledge remains accessible to you after the project is complete.

Ongoing Support: While paid/free support options influence long-term maintenance, they won't substitute missing documentation
about the specific setup.

Reducing Future Vendor Reliance: Detailed documentation helps mitigate over-reliance on the service provider for minor changes
and troubleshooting, giving you more long-term autonomy.

Proof of Concept: A POC typically happens before outsourcing, and focuses on validating the solution's feasibility, not ensuring
smooth knowledge transfer thereafter.
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