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HE #132
Match the correct responsibility with each participant of a second-party audit:

He:
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AE #133
What is the purpose of an Information Security policy?

A. An information security policy provides insight into threats and the possible consequences

B. An information security policy documents the analysis of risks and the search for countermeasures

C. An information security policy provides direction and support to the management regarding information security
D. An information security policy makes the security plan concrete by providing the necessary details

HE: C

Y.

Explanation

The purpose of an information security policy is to provide direction and support to the management regarding information security.
An information security policy is a statement of intent or direction that provides guidance for decision making and actions within an
organization. It defines the scope, objectives, principles, and roles for information security management. It also establishes the
general approach to information security and the expectations for compliance. An information security policy is the foundation of an
mformation security management system (ISMS) based on ISO/IEC 27001:2022, which requires the organization to establish,
implement, maintain, and continually improve an ISMS1. Therefore, the correct answer is C: References: ISO/IEC 2700022022,
clause 3.47; ISO/IEC 27001:2022, clause 5.2.

AE #134
What type of measure involves the stopping of possible consequences of security incidents?

A. Detective

B. Preventive
C. Repressive
D. Corrective

A repressive measure is a type of measure that mvolves the stopping of possible consequences of security incidents. A security
incident is an event that compromises the confidentiality, integrity, or availability of mformation assets3. A repressive measure is a
measure that aims to prevent or reduce the harm caused by a security incident after it has occurred. Exanmples of repressive
measures include blocking malicious IP addresses, revoking user access rights, isolating infected systens, or restoring data from
backups4. Repressive measures are different from preventive measures, which are measures that aim to avoid or reduce the
likelihood of a security incident before it occurs. Examples of preventive measures include installing antivirus software, enforcing
password policies, encrypting sensitive data, or conducting security awareness training4.

Therefore, the correct answer is C. References: ISO/IEC 27000:2022, clause 3.25; Lepide.

AEZ #135
An external auditor received an offer to conduct an ISMS audit at a research development company. Before accepting it, they
discussed with the internal auditor of the auditee, who was their friend, about previous audit reports. Is this acceptable?

e A, No, the auditor should uphold objectivity even when deciding whether to accept the audit mandate or not
e B. No, the external auditor should discuss about the auditee's previous audit reports only with the certification body
e C. Yes, the auditor can review and discuss the previous audit reports before accepting an audit mandate

HE:. A

Y.

No, the auditor should uphold objectivity even when deciding whether to accept the audit mandate or not.

Discussing previous audit reports with a fiiend who is an internal auditor at the auditee may compromise the external auditor's
objectivity and independence.



References: ISO 19011:2018, Guidelines for auditing management systems, which emphasizes the need for auditors to mantain
impartiality and confidentiality.

HEE #136
‘Which one option best describes the purpose of retaining documented information related to the Information Security Management
System (ISMS) of an organisation?

A. To ensure that all workers will follow the established procedure.

B. To the extent necessary, to have confidence that the processes have been carried out as planned.
C. To show compliance with legal requirements.

D. To show objective evidence to third-party auditors.

HE: B

Y.

The purpose of retaining documented information related to the ISMS of an organisation is to the extent necessary, to have
confidence that the processes have been carried out as planned. This means that the documented information provides evidence of
the conformity and effectiveness of the ISMS, as well as the achievement of the information security objectives and the continual
improvement of the ISMS. Documented information also supports the analysis and evaluation of the ISMS performance and the
identification of opportunities for improvement. References: = ISO/IEC 27001:2022, clause 7.5.1; PECB Candidate Handbook
ISO 27001 Lead Auditor, page 17.
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