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o Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.
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e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.
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¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.
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¢ Inplement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.
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You have a Microsoft 365 ES subscription. The subscription contains a user named User] and the sensitivity labels shown in the
following table.

Authenticated users:

Authenticated users: | . Authenticated users:

Name 5 Copy and extract content Export content
View content (VIEW) (EXTRACT) (EXPORT)
Labell | Granted Notgranted Not granted
Label2.} Granted Granted Not granted
Label3 ] Granted rOSHTT Not granted Granted
You publish the labels to Userl.
The subscription contains the files shown in the following table.
Name Label
File1 Labell
File2 Label2
File3 Label3

Which files can Microsoft 365 Copilot summarize for User1?

A. File3 only

B. Filel, File2, and File3
C. File2 and File3 only
D. File2 only

IEf#: D
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For Microsoft 365 Copilot to summarize data within a file, the user must have both the EXTRACT and VIEW usage rights on the
sensitivity label applied to that file, according to Microsoft Learn.

This ensures that Copilot can access and process the file's content for summarization purposes.

Ifa file is encrypted using Azure Rights Management without a sensitivity label, the same permissions (EXTRACT and VIEW) are
still required for Copilot to function.

Reference:

httpsz/learm.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-architecture-data- protection-auditing

M #136

You have a Microsoft 365 ES5 subscription.

You create a sensitivity label named Labell and publish Labell to all users and groups.
You have the following files in a SharePoint site:

* Filel.doc

* File2.docx

* File3.xlsx

* Filed. txt

You need to identify which files can have Labell applied.

Which files should you identify?

A. File2.docx only

B. Filel.doc File2-docx, and File3.xIsx only

C. File2.docx and File3.xIsx only

D. Filel.doc File2-docx, File3.xIsx, and File4.txt

Ef#: C

fEEL:

Sensitivity labels can be applied to modern Office file types that support protection:
Supported: .docx, .xlsx, .pptx, etc.

Not supported: Legacy formats like .doc or non-Office formats like .txt.

Therefore, only File2.docx and File3.xlsx can have Labell applied.

Reference: File types supported for sensitivity labels
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.

You have a Microsoft 365 tenant and 500 computers that run Windows 11. The computers are onboarded to Microsoft Purview.
You discover that a third-party application named Tailspin_scanner.exe accessed protected sensitive information on multiple
computers.

Tailspin_scanner.exe is installed locally on the computers.

Youneed to block Tailspin_scanner.exe from accessing sensitive documents without preventing the application from accessing other
docurments.

Solution: From the Microsoft Defender for Cloud Apps, you mark the application as Unsanctioned.

Does this meet the goal?

e A.No
e B. Yes

EfE: A

A -

You can unsanction a specific risky app by clicking the three dots at the end of the row. Then select Unsanction. Unsanctioning an
app doesn't block use, but enables you to more easily monitor its use with the Cloud Discovery filters. You can then notify users of
the unsanctioned app and suggest an alternative safe app for their use.
https7//docs.microsoft.conven-us/microsoft-365/compliance/endpoint-dlp-using?view=0365- worldwide
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HOTSPOT

You plan to create a custom sensitive information type that will use Exact Data Match (EDM).
You need to identify what to upload to Microsoft 365, and which tool to use for the upload.

‘What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Upload:

|
L

Data hashes

'Data in the XML ff;rmat

Digitally signed data

Use:

B Microspft

Azure Storage Explorer

EDM upload agent

Microsoft Purview portal

The Set-DipKeywordDictionary cmdlet

Ef#:

R
Answer Area

;Data hashes | o E
Data in the XML format
Digitally signed data \

- .--‘ |

Use:

Az(re'Storage Explorer

(EOM upload agent

i

= —EEEETTE e

Microsoft Purview portal

The Set-

Explanation:

K '&%&%BFW cmdlet




Answer Area

Upload:

Data hashes
Data in the XML format
Digitally signed data

Azure Storage Explorer

Microsoft Purview portal
The Set-DipKaywerdBjationary cmdlet

EDM does not store raw data; instead, it requires hashed versions of sensitive data for privacy and security.
To upload the hashed data, Microsoft provides the EDM upload agent. This ensures that the data is securely processed and
recognized by the EDM service in Microsoft 365.
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Hotspot Question

You have a Microsoft 365 E5 subscription that contains two users named User] and User2.

You have a Microsoft SharePoint site named Sitel. Site] stores files that contain IP addresses as shown in the following table.
Name < o]o Number of IP addresses

File1.txt 3

File2.docx- |1

User! is assigned the SharePoint admin role for Sitel. User2 is a member of Sitel.

You create the data loss prevention (DLP) policy shown in the following exhibit.




Review your settings

Template name Edit
Custom policy

Policy name Edit
Policy1

Description Eait
Applies to content in these locations Ednt

SharePoint sites

Policy settings Edit
If the content containSithese types of sensitive info: IP Address .

If there are/#tlile38t:2 instances of the same type of SEHSI'i_ﬂ'FM icrosoft
block agcess toithe content .

Turn policy on after it's created? Edit

Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

answer rear |VIICrosoft

Statements Yes No
User1 can view the contents of File1.txt. O O
User2 can view the contents of File1.txt. O O
User2 can view the contents of File2.docx. O O




Answer Area

Statements Yes No

User1 can view the contentsiofFile ¥txt. O O

User2 canfview the contents of File1.txt. O O

Q3ser2 can view the contents of File2.docx. O
Explanation:
Box 1: Yes

Note: Key tasks of the SharePoint admin

Here are some of'the key tasks users can do when they are assigned to the SharePoint admin role:
Create sites

Delete sites

Manage sharing settings at the organization level
Add and remove site admins

Manage site storage limits

Box 2: No

Filel.text contains 3 IP addresses.

Box 3: Yes

File2.docx contains only 1 IP address.
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