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Amazon AIF-C01 Exam Syllabus Topics:

Topic Details

Topic 1
Fundamentals of AI and ML: This domain covers the fundamental concepts of artificial intelligence (AI)
and machine learning (ML), including core algorithms and principles. It is aimed at individuals new to AI
and ML, such as entry-level data scientists and IT professionals.
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Topic 2

Guidelines for Responsible AI: This domain highlights the ethical considerations and best practices for
deploying AI solutions responsibly, including ensuring fairness and transparency. It is aimed at AI
practitioners, including data scientists and compliance officers, who are involved in the development and
deployment of AI systems and need to adhere to ethical standards.

Topic 3

Security, Compliance, and Governance for AI Solutions: This domain covers the security measures,
compliance requirements, and governance practices essential for managing AI solutions. It targets security
professionals, compliance officers, and IT managers responsible for safeguarding AI systems, ensuring
regulatory compliance, and implementing effective governance frameworks.

Topic 4
Fundamentals of Generative AI: This domain explores the basics of generative AI, focusing on techniques
for creating new content from learned patterns, including text and image generation. It targets professionals
interested in understanding generative models, such as developers and researchers in AI.

Topic 5

Applications of Foundation Models: This domain examines how foundation models, like large language
models, are used in practical applications. It is designed for those who need to understand the real-world
implementation of these models, including solution architects and data engineers who work with AI
technologies to solve complex problems.

Amazon AWS Certified AI Practitioner Sample Questions (Q232-Q237):
NEW QUESTION # 232 
A company is building a new generative AI chatbot. The chatbot uses an Amazon Bedrock foundation model (FM) to generate
responses. During testing, the company notices that the chatbot is prone to prompt injection attacks.
What can the company do to secure the chatbot with the LEAST implementation effort?

A. Change the FM to a more secure FM.
B. Fine-tune the FM to avoid harmful responses.
C. Use chain-of-thought prompting to produce secure responses.
D. Use Amazon Bedrock Guardrails content filters and denied topics.

Answer: D

NEW QUESTION # 233 
A company is deploying AI/ML models by using AWS services. The company wants to offer transparency into the models'
decision-making processes and provide explanations for the model outputs.

A. Amazon Lex
B. Amazon Rekognition
C. Amazon SageMaker Model Cards
D. Amazon Comprehend

Answer: C

Explanation:
Comprehensive and Detailed
Amazon SageMaker Model Cards document model details, performance, intended use cases, and risk considerations. They support
responsible AI by improving transparency and governance.
Rekognition is computer vision.
Comprehend is NLP for entity/sentiment.
Lex is conversational AI.
Reference:
AWS Documentation - SageMaker Model Cards

NEW QUESTION # 234 
A company wants to improve a large language model (LLM) for content moderation within 3 months. The company wants the



model to moderate content according to the company's values and ethics. The LLM must also be able to handle emerging trends and
new types of problematic content.
Which solution will meet these requirements?

A. Conduct continuous pre-training on a large amount of text-based internet content.
B. Conduct reinforcement learning from human feedback (RLHF) by using real-time input from skilled moderators.
C. Create a high-quality dataset of historical moderation decisions.
D. Fine-tune the LLM on a diverse set of general ethical guidelines from various sources.

Answer: B

Explanation:
Reinforcement learning from human feedback (RLHF) is the most effective approach to align large language models with company-
specific values, ethics, and evolving moderation requirements. AWS documentation explains that RLHF uses direct human input to
guide model behavior, enabling models to learn preferences that cannot be fully captured through static datasets or generic fine-
tuning.
In this scenario, the company requires improvement within a short time frame of three months, alignment with organizational ethics,
and adaptability to emerging trends and new forms of harmful content. RLHF meets these needs by incorporating real-time feedback
from skilled human moderators, allowing the model to rapidly adjust its responses based on expert judgment.
AWS highlights that RLHF is particularly valuable for content moderation, safety alignment, and policy enforcement, where nuanced
decisions and evolving standards are common. By rewarding desirable behaviors and penalizing undesirable outputs, the model
continuously improves in a controlled and targeted manner.
The other options are less suitable. Continuous pre-training on large internet datasets is time-consuming, resource-intensive, and may
introduce content misaligned with company values. Historical moderation datasets may not reflect new or emerging content patterns.
Fine-tuning on general ethical guidelines lacks the specificity required for company-defined moderation policies and does not adapt
quickly to new risks.
AWS positions RLHF as a key technique in responsible generative AI development, enabling organizations to maintain human
oversight while improving model safety and alignment. Therefore, using RLHF with real- time input from skilled moderators is the
most effective and compliant solution for this use case.

NEW QUESTION # 235 
A company is building a new generative AI chatbot. The chatbot uses an Amazon Bedrock foundation model (FM) to generate
responses. During testing, the company notices that the chatbot is prone to prompt injection attacks.
What can the company do to secure the chatbot with the LEAST implementation effort?

A. Change the FM to a more secure FM.
B. Fine-tune the FM to avoid harmful responses.
C. Use chain-of-thought prompting to produce secure responses.
D. Use Amazon Bedrock Guardrails content filters and denied topics.

Answer: D

Explanation:
Amazon Bedrock Guardrails allow developers to create safeguards that filter harmful content and prevent sensitive topics from being
discussed. This functionality helps mitigate prompt injection attacks with minimal implementation effort. According to the official
Amazon Bedrock documentation:
Explanation:
Amazon Bedrock Guardrails allow developers to create safeguards that filter harmful content and prevent sensitive topics from being
discussed. This functionality helps mitigate prompt injection attacks with minimal implementation effort. According to the official
Amazon Bedrock documentation:
"You can configure Guardrails for Amazon Bedrock to define denied topics, use content filters, and apply sensitive information
filters, offering protection against prompt injection attacks with minimal development effort."

NEW QUESTION # 236 
An ecommerce company is deploying a chatbot. The chatbot will give users the ability to ask questions about the company's
products and receive details on users' orders. The company must implement safeguards for the chatbot to filter harmful content from
the input prompts and chatbot responses.
Which AWS feature or resource meets these requirements?



A. Amazon Bedrock Agents
B. Amazon Bedrock Guardrails
C. Amazon Bedrock inference APIs
D. Amazon Bedrock custom models

Answer: B

Explanation:
The ecommerce company is deploying a chatbot that needs safeguards to filter harmful content from input prompts and responses.
Amazon Bedrock Guardrails provide mechanisms to ensure responsible AI usage by filtering harmful content, such as hate speech,
violence, or misinformation, making it the appropriate feature for this requirement.
Exact Extract from AWS AI Documents:
From the AWS Bedrock User Guide:
"Amazon Bedrock Guardrails enable developers to implement safeguards for generative AI applications, such as chatbots, by
filtering harmful content in input prompts and model responses. Guardrails include content filters, word filters, and denied topics to
ensure safe and responsible outputs." (Source: AWS Bedrock User Guide, Guardrails for Responsible AI) Detailed Option A:
Amazon Bedrock GuardrailsThis is the correct answer. Amazon Bedrock Guardrails are specifically designed to filter harmful
content from chatbot inputs and responses, ensuring safe interactions for users.
Option B: Amazon Bedrock AgentsAmazon Bedrock Agents are used to automate tasks and integrate with external tools, not to
filter harmful content. This option does not meet the requirement.
Option C: Amazon Bedrock inference APIsAmazon Bedrock inference APIs allow users to invoke foundation models for generating
responses, but they do not provide built-in content filtering mechanisms.
Option D: Amazon Bedrock custom modelsCustom models on Amazon Bedrock allow users to fine-tune models, but they do not
inherently include safeguards for filtering harmful content unless explicitly implemented.
Reference:
AWS Bedrock User Guide: Guardrails for Responsible AI (https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails.html)
AWS AI Practitioner Learning Path: Module on Responsible AI and Model Safety Amazon Bedrock Developer Guide: Building
Safe AI Applications (https://aws.amazon.com/bedrock/)

NEW QUESTION # 237
......
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