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49vl11 latest exam dumps have different classifications for different qualification examinations, which can enable students to choose
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They regularly update the EC-COUNCIL 312-49v11 Practice Questions as per the latest EC-COUNCIL 312-49v11 exam
syllabus. So you have the option to get free 312-49v11 exam questions update for up to 1 year from the date of EC-COUNCIL
312-49v11 PDF dumps purchase.

EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-vl11) Sample
Questions (Q97-Q102):

NEW QUESTION # 97
What type of file is represented by a colon (:) with a name following it in the Master File Table (MFT) of an NTFS disk?

A. Encrypted file
B. Compressed file
C. Data stream file
D. Reserved file

Answer: C
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LBA (Logical Block Address) addresses data by allotting a to each sector of the hard disk.

A. Operating system number
B. Sector number

C. Index number

D. Sequential number

Answer: D

NEW QUESTION # 99

Scarlett, a compliance officer, is working for a publicly traded company that has recently faced accusations of financial misconduct.
During her nvestigation, she comes across a law passed by the U.S.

Congress in 2002 aimed at protecting investors from fraudulent accounting practices by corporations.

This law mandates stricter corporate financial reporting standards, internal controls, and penalties for fraudulent activities.

Which of'the following laws is Scarlett most likely reviewing in this case?

A. SOX

B. PCI DSS
C.ECPA
D. GLBA

Answer: A

Explanation:

This question directly aligns with CHFI v11 objectives underRegulations, Policies, and Ethics, particularly laws that influence forensic
mnvestigations and corporate compliance. The law described is theSarbanes- Oxley Act (SOX), enacted in2002in response to major
corporate accounting scandals such as Enron and WorldCom. CHFI v11 highlights SOX as a critical regulation governing publicly
traded companies in the United States.

SOX mandates strict requirements forcorporate financial reporting, internal control assessments, executive accountability, audit
independence, and record retention. Sections such asSOX Section 302 require executives to personally certify the accuracy of
financial statements, whileSection 404enforces nternal control audits to prevent fraud. These requirements are highly relevant in
forensic investigations involving financial misconduct, as investigators often rely on audit logs, financial records, and compliance
documentation governed by SOX.

The other options are incorrect: PCI DSS applies to payment card data security, GLBA governs customer financial data privacy,
and ECPA addresses electronic commumnications privacy. Therefore, consistent with CHFI v11 legal frameworks and compliance
objectives, the correct law Scarlett is reviewing isSOX (Sarbanes-Oxley Act).

NEW QUESTION # 100

An investigator is examining a hard disk and finds a large amount of unused space between two partitions. This space contains
hidden data not recognized by the operating system.

Which of'the following methods can be used to access this hidden data during a forensic investigation?

A. Using disk editor tools to examine the inter-partition gap
B. Running a disk cleanup utility

C. Reformatting the disk to remove the hidden data

D. Performing a full disk backup

Answer: A

Explanation:

This scenario aligns with CHFI v11 objectives underAnti-Forensics TechniquesandDisk and File System Analysis. Attackers and
sophisticated users may intentionally hide data in areas ofa disk that are not addressed by the operating system, such asinter-
partition gaps, slack space, or unallocated space. These techniques are commonly used as anti-forensic methods to conceal illicit
data from standard file system views and basic forensic tools.

CHFI vl 1 emphasizes that such hidden data cannot be accessed through normal OS utilities, disk cleanup tools, or backups that rely
on file system structures. Instead, forensic investigators must usedisk editor tools or low-level forensic utilities that allow direct
sector-by-sector examination of the storage media. Disk editors enable nvestigators to view raw hexadecimal data, inspect
unallocated areas, analyze partition tables, and uncover hidden or deliberately concealed content stored outside recognized
partitions.



Reformatting or cleaning the disk would destroy potential evidence and violate forensic principles, while full disk backups alone do
not inherently reveal hidden inter-partition data without further low-level analysis.

Therefore, consistent with CHFI v11 best practices for uncovering hidden data and countering anti-forensic techniques, using disk
editor tools to examine the inter-partition gap is the correct and forensically sound approach.

NEW QUESTION # 101
An Expert witness gives an opinion if:

¢ A To define the issues of the case for determmnation by the finder of fact

¢ B. To deter the witness form expanding the scope of his or her investigation beyond the requirements of the case

¢ (. The Opinion, inferences or conclusions depend on special knowledge, skill or training not within the ordinary experience of
lay jurors

¢ D. To stimulate discussion between the consulting expert and the expert witness

Answer: C

NEW QUESTION # 102
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