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Topic 1

FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Automation
Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on
event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and
lookup tables for complex threat detection and correlation.

Topic 2

Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)
environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM in hybrid
setups, managing resource allocation, and installing
managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.

Topic 3

FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat
Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers
creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect
anomalies and insider threats.

Topic 4

Conditions and Remediation: This section measures the skills of Incident Responders and SOAR
Specialists in remediating security incidents. It includes configuring manual and automated remediation
workflows, integrating FortiSOAR with FortiSIEM for streamlined incident resolution, and deploying
scripts to address threats while maintaining compliance

Fortinet FCSS—Advanced Analytics 6.7 Architect Sample Questions (Q44-
Q49):
NEW QUESTION # 44 
Refer to the exhibit.

The rule evaluates multiple VPN logon failures within a ten-minute window. Consider the following VPN failure events received
within a ten-minute window:



How many incidents are generated?

A. 0
B. 1
C. 2
D. 3

Answer: C

Explanation:
The rule triggers an incident when there are two or more VPN logon failures within a 10-minute window, grouped by Source IP,
Reporting Device, Reporting IP, and User. Let's analyze the events:
Breakdown of Events:
1. Reporting IP: 1.1.1.1, Source IP: 2.2.2.2, Device: FortiGate, User: Sarah
2. Reporting IP: 1.1.1.1, Source IP: 2.2.2.2, Device: FortiGate, User: John
3. Reporting IP: 1.1.1.3, Source IP: 2.2.2.2, Device: FortiGate2, User: Tom
4. Reporting IP: 1.1.1.3, Source IP: 2.2.2.2, Device: FortiGate2, User: John



5. Reporting IP: 1.1.1.3, Source IP: 2.2.2.2, Device: FortiGate2, User: Sarah
6. Reporting IP: 1.1.1.1, Source IP: 2.2.2.2, Device: FortiGate, User: Tom Now, applying the grouping criteria (Source IP,
Reporting Device, Reporting IP, and User):
# Group 1: (1.1.1.1, 2.2.2.2, FortiGate, John) # 1 occurrence (not enough)
# Group 2: (1.1.1.1, 2.2.2.2, FortiGate, Sarah) # 1 occurrence (not enough)
# Group 3: (1.1.1.1, 2.2.2.2, FortiGate, Tom) # 2 occurrences (incident triggered)
# Group 4: (1.1.1.3, 2.2.2.2, FortiGate2, John) # 2 occurrences (incident triggered)
# Group 5: (1.1.1.3, 2.2.2.2, FortiGate2, Sarah) # 1 occurrence (not enough)
# Group 6: (1.1.1.3, 2.2.2.2, FortiGate2, Tom) # 1 occurrence (not enough) Final Incident Count:
# One incident for Group 3 (Tom on FortiGate)
# One incident for Group 4 (John on FortiGate2)

NEW QUESTION # 45 
Refer to the exhibit.

Why is the windows device still in the CMDB, even though the administrator uninstalled the windows agent?

A. The device must be deleted manually from the CMDB
B. The device mustbe deleted from backend of FortiSIEM
C. The device has performance jobs assigned
D. The device was not installed properly

Answer: A

Explanation:
InFortiSIEM, when an agent isuninstalled from a Windows device, the deviceremains in the CMDB (Configuration Management
Database)until it ismanually removed.
#Uninstalling the agent does not automatically remove the device from the CMDB.
# CMDB maintains discovered deviceseven if they no longer report logs, ensuring historical tracking.
# Administrators mustmanually deletethe device from theCMDB > Devicessection.

NEW QUESTION # 46 
Refer to the exhibit.

The window for this rule is 30 minutes.
What is this rule tracking?



A. A sudden 75% increase in WMI response times over a 30-minute time window
B. A sudden 50% increase in WMI response times over a 30-minute time window
C. A sudden 150% increase in WMI response times over a 30-minute time window
D. A sudden 1.50 times increase in WMI response times over a 30-minute time window

Answer: B

NEW QUESTION # 47 
How can you empower SOC by deploying FortiSOAR? (Choose three.)

A. Reduce human error
B. Aggregate logs from distributed systems
C. Address analyst skills gap
D. Baseline user and traffic behavior
E. Collaborative knowledge sharing

Answer: A,C,E

NEW QUESTION # 48 
Why can collectors not be defined before the worker upload address is set on the supervisor?

A. To ensure that the service provider has deployed at least one worker along with a supervisor
B. Collectors can only upload data to a worker, and the supervisor is not a worker
C. To ensure that the service provider has deployed a NFS server
D. Collectors receive the worker upload address during the registration process

Answer: D

NEW QUESTION # 49
......
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