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Our company employs a professional service team which traces and records the popular trend among the industry and the latest
update of the knowledge about the Managing-Cloud-Security exam reference. We give priority to keeping pace with the times and
providing the advanced views to the clients. We keep a close watch at the most advanced social views about the knowledge of the
test Managing-Cloud-Security Certification. Our experts will renovate the test bank with the latest Managing-Cloud-Security exam
practice question and compile the latest knowledge and information into the questions and answers.

WGU Managing Cloud Security (JY02) Sample Questions (Q55-Q60):
NEW QUESTION # 55 
Which device is used to create and manage encryption keys used for data transmission in a cloud-based environment?

A. Memory controller
B. Hardware security module (HSM)
C. Trusted platform module (TPM)
D. RAID controller

Answer: B

Explanation:
AHardware Security Module (HSM)is a dedicated, tamper-resistant device designed for creating, managing, and storing encryption
keys. In cloud environments, HSMs are essential for securing cryptographic operations, such as SSL/TLS key management, digital
signatures, and secure data transmission.
TPMs are hardware chips used to secure local devices, such as laptops. Memory controllers and RAID controllers manage system
performance and storage but are not cryptographic devices.
HSMs provide strong protection against key theft or misuse by isolating cryptographic functions from general- purpose computing
resources. They are often certified under standards like FIPS 140-2, ensuring compliance with stringent security requirements. In
cloud services, customers can use provider-managed HSMs or deploy dedicated virtual HSM instances for secure key
management.

NEW QUESTION # 56 
An organization experienced an unplanned event. As a result, the customers using the web application face a loss of service. What
does the incident generated in this situation seek to resolve?

A. Bug
B. Change
C. Error
D. Disruption

Answer: D

Explanation:
The unplanned event described is adisruptionof service. In IT service management frameworks like ITIL, disruptions occur when an
incident prevents normal service delivery. The goal of incident management is to restore service quickly and minimize impact on
customers.
A bug refers to a software defect, which may cause disruptions but is not synonymous with the event itself.
An error represents a fault, while change refers to deliberate modifications. Only disruption captures the unplanned nature of service
unavailability.
Recognizing incidents as disruptions helps organizations apply structured processes such as escalation, root- cause analysis, and
communication. It ensures resilience in cloud-based environments where uptime is a key performance indicator and customer trust is
closely tied to availability.

NEW QUESTION # 57 
Which regulation provides a guide for implementing the risk management framework?

A. PCI-DSS
B. NIST SP 800-37
C. ISO 27001
D. ISO 31000:2009
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Answer: B

Explanation:
NIST SP 800-37 provides a detailed guide for implementing the Risk Management Framework (RMF).
Managing Cloud documentation explains that this framework offers a structured process for integrating security and risk management
into system development and operational activities.
NIST SP 800-37 outlines steps such as categorizing systems, selecting and implementing security controls, assessing effectiveness,
authorizing systems, and continuous monitoring. This lifecycle-based approach helps organizations manage risk in cloud and
traditional environments consistently.
ISO 31000 provides general risk management principles, ISO 27001 focuses on information security management systems, and PCI
DSS is a compliance standard. Therefore, NIST SP 800-37 is the correct guide for implementing the RMF.

NEW QUESTION # 58 
Which type of cloud security vulnerability is static application security testing (SAST) likely to find?

A. Hypervisor vulnerabilities
B. Software misconfiguration
C. Embedded credentials
D. Run-time vulnerabilities

Answer: C

Explanation:
Static application security testing (SAST) is most likely to identify embedded credentials. Managing Cloud principles explain that
SAST analyzes application source code, binaries, or bytecode without executing the program.
Because SAST inspects code structure and logic, it can detect hard-coded passwords, API keys, and secrets embedded directly in
application files. These vulnerabilities pose significant risk if exposed in cloud environments.
Software misconfiguration and runtime vulnerabilities require execution context, and hypervisor vulnerabilities exist outside
application code. Therefore, embedded credentials are best detected through SAST.

NEW QUESTION # 59 
Which phase of the cloud data life cycle involves activities such as data categorization and classification, including data labeling,
marking, tagging, and assigning metadata?

A. Store
B. Use
C. Destroy
D. Create

Answer: D

Explanation:
The cloud data life cycle defines distinct stages that data goes through from its origin until its disposal. The Createphase is the very
first stage, and this is where data is generated or captured by systems, applications, or users. At this point, data does not yet have
context for storage or use, so it must be appropriately categorized and classified. Activities like labeling, marking, tagging, and
assigning metadata are critical because they establish the foundation for enforcing controls throughout the rest of the life cycle.
Classification ensures that data is aligned with sensitivity levels, regulatory requirements, and business value.
For example, financial records may be labeled "confidential" while general marketing content may be marked
"public." These distinctions guide how encryption, access controls, and monitoring will be applied in subsequent phases such as
storage, sharing, or use.
According to industry frameworks, starting security at theCreatephase ensures that controls "follow the data" across environments.
Without proper classification at creation, organizations risk mismanaging sensitive data downstream.

NEW QUESTION # 60
......
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