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AR 238

A company’s SysOps sdministrator deploys 2 public Network Load Balancer (NLB) in front of the
company's web application. The web application does not use any Elastic [P addresses, Usars must
acciess the web application by using the company's demain name, The SysOps administrator nesds to
configure Amazon Route 53 to route traffic to the NLB.

Which solution will meat these requirements MOST cost-effectively?

P ol Alapod o] ol =) A 4 4 2lgrich

= A Create a Route 53 AANA record for the NLB,
= B. Create a Route 53 CNAME record for the NLB

= O, Create & Boule 5 for the NLE.

« I rb..xtr\-al-:c-uteﬂ for the NLB.
AHIC
A ez
A company stores sensitive data in an Amazon 53 backet. The company must log all access attempts
to the 53 bucket

The company's risk team must receive immediate notification about any delete eveats.
Which solution will meat these requirements?

» A, Use Amazon CloudWateh Logs for awdit logs.
Use Amazon ClowdWatch alarms with an Amazon Simple Notification Service {Amazon SNS)
notification for the adert system,
= B. Use Amazen CloudWateh Logs for audit Logs.
Launch an Amazon EC2 instance for the alert system.
Fun a cron job on the ECE Instanee cach day to compare the st of the items with the Gst rom
the previows day.
Configiine the cron joh to send i notification if an item is missing.
, o 53 B i I 15,

an SME) notification for the 53 bucket

r < bopping for audit logs.
Launch an \ nicon EC2 instance for the alert system,

Run a cron job on the EC2 instance W download the aceess bogs each day and w0 scan fora
DeleteObject event.

ARC

Abal .

i

hitps:fdeos. aws.amazancom/Amazon 53 latestiuserguide/notification hkow-to-esenttypis-and-
destinations. html# supported-notification-event - types
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EAE #512

A company runs an intranet application on premises. The company wants to configure a cloud backup of the application. The
company has selected AWS Elastic Disaster Recovery for this solution.

The company requires that replication traffic does not travel through the public internet. The application also must not be accessible
from the internet. The company does not want this solution to consume all available network bandwidth because other applications
require bandwidth.

‘Which combination of steps will meet these requirements? (Select THREE.)

e A Create an AWS Direct Connect connection and a Direct Connect gateway between the on-premises network and the
target AWS network.

¢ B. Create a VPC that has at least two private subnets, two NAT gateways, and a virtual private gateway.

¢ C. During configuration of the launch settings for the target servers, select the option to ensure that the Recovery instance's
private IP address matches the source server's private IP address.

e D. Create an AWS Site-to-Site VPN connection between the on-premises network and the target AWS network.

¢ E. During configuration of the replication servers, select the option to use private [P addresses for data replication.

e F. Create a VPC that has at least two public subnets, a virtual private gateway, and an internet gateway.

HE: AEF
M.
Explanation

AWS Elastic Disaster Recovery (AWS DRS) is a service that minimizes downtime and data loss with fast, reliable recovery of on-
premises and cloud-based applications using affordable storage, minimal compute, and point-in-time recoveryl. Users can set up
AWS DRS on their source servers to initiate secure data replication to a staging area subnet in their AWS account, in the AWS
Region they select. Users can then launch recovery instances on AWS within minutes, using the most up-to-date server state or a
previous point n time.

To configure a cloud backup of'the application with AWS DRS, users need to create a VPC that has at least two public subnets, a
virtual private gateway, and an internet gateway. A VPC is a logically isolated section of the AWS Cloud where users can launch
AWS resources in a virtual network that they define2. A public subnet is a subnet that has a route to an internet gateway . A virtual
private gateway is the VPN concentrator on the Amazon side of the Site-to-Site VPN connection . An internet gateway is a
horizontally scaled, redundant, and highly available VPC component that allows communication between instances in the VPC and
the internet. Users need to create at least two public subnets for redundancy and high availability. Users need to create a virtual
private gateway and attach it to the VPC to enable VPN connectivity between the on-premises network and the target AWS
network. Users need to create an internet gateway and attach it to the VPC to enable internet access for the replication servers.

To ensure that replication traffic does not travel through the public internet, users need to create an AWS Direct Connect connection
and a Direct Connect gateway between the on-premises network and the target AWS network. AWS Direct Connect is a service
that establishes a dedicated network connection from an on-premises network to one or more VPCs. A Direct Connect gateway is
a globally available resource that allows users to connect multiple VPCs across different Regions to their on-premises networks
using one or more Direct Connect connections. Users need to create an AWS Direct Connect connection between their on-
premises network and an AWS Region. Users need to create a Direct Connect gateway and associate it with their VPC and their
Direct Connect connection.

To ensure that the application is not accessible from the internet, users need to select the option to use private IP addresses for data
replication during configuration of the replication servers. This option configures the replication servers with private IP addresses
only, without assigning any public IP addresses or Elastic IP addresses. This way, the replication servers can only communicate with
other resources within the VPC or through VPN connections.

Option A is incorrect because creating a VPC that has at least two private subnets, two NAT gateways, and a virtual private
gateway is not necessary or cost-effective. A private subnet is a subnet that does not have a route to an internet gateway3. A NAT
gateway is a highly available, managed Network Address Translation (NAT) service that enables instances in a private subnet to
connect to the internet or other AWS services, but prevents the internet from initiating connections with those instances. Users do
not need to create private subnets or NAT gateways for this use case, as they can use public subnets with private IP addresses for
data replication.

Option C is incorrect because creating an AWS Site-to-Site VPN connection between the on-premises network and the target
AWS network will not ensure that replication traffic does not travel through the public internet. A Site-to-Site VPN connection
consists of two VPN tunnels between an on-premises customer gateway device and a virtual private gateway in your VPC4. The
VPN tunnels are encrypted using IPSec protocols, but they still use public IP addresses for communication. Users need to use AWS


https://www.koreadumps.com/SAP-C02-practice-test.html

Drirect Connect instead of Site-to-Site VPN for this use case.

Option F is incorrect because selecting the option to ensure that the Recovery instance's private [P address matches the source
server's private [P address during configuration of the launch settings for the target servers will not ensure that the application is not
accessible from the internet. This option configures the Recovery instance with an identical private IP address as its source server
when launched in drills or recovery mode.

However, this option does not prevent assigning public IP addresses or Elastic IP addresses to the Recovery instance. Users need
to select the option to use private IP addresses for data replication instead.

EAE #513

A company has an on-premises Microsoft SQL Server database that writes a nightly 200 GB export to a local drive. The company
wants to move the backups to more robust cloud storage on Amazon S3. The company has set up a 10 Gbps AWS Direct Connect
connection between the on-premises data center and AWS.

‘Which solution meets these requirements MOST cost-effectively?

¢ A Create a new S3 bucket. Deploy an AWS Storage Gateway file gateway within the VPC that is connected to the Direct
Connect connection. Create a new SMB file share. Write nightly database exports to the new SMB file share.

¢ B. Create an Amazon FSx for Windows File Server Single-AZ file system within the VPC that is connected to the Direct
Comnect commection. Create a new SMB file share. Write nightly database exports to an SMB file share on the Amazon FSx
file system. Enable nightly backups.

e C. Create a new S3 bucket. Deploy an AWS Storage Gateway volume gateway within the VPC that is connected to the
Direct Connect connection. Create a new SMB file share. Write nightly database exports to the new SMB file share on the
volume gateway, and automate copies of this data to an S3 bucket.

¢ D. Create an Amazon FSx for Windows File Server Multi- AZ file system within the VPC that is connected to the Direct
Comnnect connection. Create a new SMB file share. Write nightly database exports to an SMB file share on the Amazon FSx
file system. Enable nightly backups.

HE. A

MH.

File Gateway could be mapped as SMB file share and used by the database or other automation to transfer database backups.
Volume Gateway is more used to perform volume snapshots on the on-premise systemso I don't believe it's a sustainable approach
here.

EE #514

The company needs to determine which costs on the monthly AWS bill are attributable to each application or team. The company
also must be able to create reports to compare costs from the last 12 months and to help forecast costs for the next 12 months. A
solutions architect must recommend an AWS Billing and Cost Management solution that provides these cost reports.

‘Which combination of actions will meet these requirements? (Select THREE.)

A. Create a cost category for each application in Billing and Cost Management.

B. Activate the user-defined cost allocation tags that represent the application and the team.

C. Activate the AWS generated cost allocation tags that represent the application and the team.
D. Activate IAM access to Billing and Cost Management.

E. Create a cost budget.

F. Enable Cost Explorer.

He:. ABF

=R

Explanation

https://docs.aws.amazon.con/awsaccountbilling/latest/aboutv2/manage- cost-categories. html
https://aws.amazon.com/premiunmsupport’knowledge- center/cost-explorer-analyze- spending-and-usage/
https://docs.aws.amazon.con/awsaccountbilling/latest/aboutv2/manage- cost-categories. html
https7/docs.aws.amazon.com/cost-management/latest/userguide/ce-enable. html

AR #515
A data analytics company has an Amazon Redshift cluster that consists of several reserved nodes. The duster is experiencing



unexpected bursts of usage because a team of employees is compiling a deep audit analysis report The queries to generate the report
are complex read queries and are CPU intensive.

Business requirements dictate that the cluster must be able to service read and write queries at at) times A solutions architect must
devise a solution that accommodates the bursts of usage Which solution meets these requirements MOST cost-effectively?

¢ A Deploy an AWS Lambda function to add capacity to the Amazon Redshift duster by using an elastic resize operation when
the duster's CPU metrics in Amazon CloudWatch leach 80%.

¢ B. Deploy an AWS Lambda function to add capacity to the Amazon Redshift cluster by using a classic resize operation when

the duster's CPU metrics in Amazon CloudWatch reach 80%.

C. Provision an Amazon EMR duster Offload the complex data processing tasks

D. Turn on the Concurrency Scaling feature for the Amazon Redshift duster

HE: D

Y.
https:/docs.aws.amazon.comvredshift/latest/dg/concurrency-scaling. html

EE #516

A company is currently in the design phase of an application that will need an RPO of less than 5 mmnutes and an RTO of less than
10 minutes. The solutions architecture team is forecasting that the database will store approximately 10 TB of data. As part of the
design, they are looking for a database solution that will provide the company with the ability to fail over to a secondary Regjon.
‘Which solution will meet these business requirements at the LOWEST cost?

¢ A. Deploy an Amazon RDS instance with a cross-Region read replica in a secondary Region. In the event of a failure,
promote the read replica to become the primary.

¢ B. Deploy an Amazon Aurora DB cluster in the primary Region and another in a secondary Region.
Use AWS DMS to keep the secondary Region in sync.

e C. Deploy an Amazon Aurora DB cluster and take snapshots of the cluster every 5 mmnutes. Once a snapshot is complete,
copy the snapshot to a secondary Region to serve as a backup in the event of a failure.

¢ D. Deploy an Amazon RDS nstance with a read replica in the same Region. In the event of a failure, promote the read replica
to become the primary.
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