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Topic 1

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Topic 2

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 3

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
inspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systems (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 4

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 5

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.
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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q87-Q92):
NEW QUESTION # 87 
An administrator wants to analyze and manage digital certificates to prevent browser warnings when users connect to the SSL VPN
portal.
Which two statements describe how to correctly do this? (Choose two.)

A. The administrator can import the FortiGate self-signed certificate into each user's browser as a trusted certificate.
B. The administrator can rely on the default FortiGate self-signed certificate to prevent all security warnings in the browser.
C. The administrator must disable HTTPS administrative access entirely to avoid certificate warnings.
D. The administrator can use a publicly trusted certificate from a known certificate authority (CA) to stop browser warnings.

Answer: A,D
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Explanation:
Using a publicly trusted certificate from a known CA prevents browser warnings without additional user action.
Importing the FortiGate self-signed certificate into users' browsers as trusted eliminates warnings caused by untrusted certificates.

NEW QUESTION # 88 
What are two features of the NGFW profile-based mode? (Choose two.)

A. NGFW profile-based mode can only be applied globally and not on individual VDOMs.
B. NGFW profile-based mode supports applying applications and web filtering profiles in a firewall policy.
C. NGFW profile-based mode must require the use of central source NAT policy.
D. NGFW profile-based mode policies support both flow inspection and proxy inspection.

Answer: B,D

Explanation:
NGFW (Next Generation Firewall) profile-based mode in FortiGate allows policies to use both flow- based and proxy-based
inspection modes, providing flexibility depending on security and performance requirements. Additionally, profile-based mode
supports applying applications and web filtering profiles directly in a firewall policy, allowing granular control over the traffic.

NEW QUESTION # 89 
Refer to the exhibit showing a FortiGuard connection debug output.

Based on the output, which two facts does the administrator know about the FortiGuard connection? (Choose two.)

A. A local FortiManager is one of the servers FortiGate communicates with.
B. There is at least one server that lost packets consecutively.
C. FortiGate is using default FortiGuard communication settings.
D. One server was contacted to retrieve the contract information.

Answer: C,D

Explanation:
The output shows that one server was contacted to retrieve FortiGuard contract information, as indicated under "Service : Web-
filter" with "License : Contract" and "Num. of servers : 1." The entry "Default servers : Included" confirms that FortiGate is using the
default FortiGuard communication settings, meaning it communicates directly with Fortinet's public FortiGuard servers instead of a
custom or local override.



NEW QUESTION # 90 
Refer to the exhibits.

The exhibits show the system performance output and default configuration of high memory usage thresholds on a FortiGate device.
Based on the system performance output, what are the two possible outcomes? (Choose two.)

A. Administrators can access FortiGate only through the console port.
B. FortiGate has entered conserve mode.
C. Administrators can change the configuration.
D. FortiGate drops new sessions.

Answer: C,D

Explanation:
Since memory usage is at 90%, exceeding the red threshold (88%), FortiGate enters a state where configuration changes are still
allowed.
In this state, FortiGate drops new sessions to preserve resources and maintain stability.

NEW QUESTION # 91 
Refer to the exhibit.

Based on this partial configuration, what are the two possible outcomes when FortiGate enters conserve mode? (Choose two.)

A. FortiGate skips quarantine actions.
B. Administrators cannot change the configuration.
C. FortiGate drops new sessions requiring inspection.
D. Administrators must restart FortiGate to allow new session.

Answer: A,C

Explanation:
In fail-open mode, FortiGate skips quarantine actions to maintain traffic flow despite IPS or antivirus failures.



FortiGate drops new sessions that require inspection when in conserve mode and fail-open is enabled, to protect the network from
potentially harmful traffic.

NEW QUESTION # 92
......
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