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HE #15
Arrange the steps to complete CPM Hardening for out-of-Domain deployment in the correct sequence.
Answer Area
Unordered Options Qudered Responss

Open Powsrshell as Admnasiralor and run the I ‘ I
| | scrpt

ao"

Rewes hede 5ol 1053, HardeningScnpl kg and
CYBRHarddmngsecodd log

Locate the CPM_Hardening pal scrpt in tha | ‘
installation rredia

E <1y, CYBERARK

1 4 The ldentity Security Company™

Ef#:
fE A -

Answer Area
Unordered Options Ovdersd Response

| Qpen Powershell a5 Adminsstralor and run the |' Locatg the CPM_Hardening.ps1 scrpt in the |
| serpt jirvstaliation media

i i
| Iﬂenewt'nm scriph kogs: HardeningScnpl bog and P ¢ ] ] Open Powershell a5 Admingiralor and run the i3

LTl scrpt o
. CYBERARK

‘*:T,"‘ The Hantity Security Company the ] | Review these script logs: HardenngScnptiog and ;'

;'msmwn ] | CYBRHarceningse cedit log 1

Oraered forsgonae

Locans the CPA_Handensyg pal soret i P |
rasalaton meda

Oy Poaarahell &5 ASTIVINEIT 8o 1 e
sanpt

Forvitw Fass sorpl gy Manderegionpliog and
CYBR-dsnngRecet kg
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H #16
How many assertions are supported by Privilege Cloud in a SAML integration?

e A0
e B.1
e C.2
e D. Unlimited

Ef#: C

R«
CyberArk's Privilege Cloud SAML configuration documentation explicitly states: Privilege Cloud supports only one assertion and
mstructs you to ensure only one assertion is configured in the IdP.

A #17
Your customer is using Privilege Cloud Shared Services. What is the correct CyberArk Vault address for this customer?

A. carkvault-<subdomain>.privilegecloud.cyberark.cloud
B. vault-<subdomain>.privilegecloud.cyberark.cloud

C. carkvit-<subdomain> privilegecloud.cyberark.cloud
D. v-<subdomain>.privilegecloud.cyberark.cloud

IEf#: B

f#E L

For customers using CyberArk Privilege Cloud Shared Services, the correct format for the CyberArk Vault address is:

* vault-<subdomain>. privilegecloud. cyberark.cloud (Option B). This format is used to access the vault services provided by
CyberArk in the cloud environment, where <subdomain> is the unique identifier assigned to the customer's specific instance of the



Privilege Cloud.
Reference: CyberArk's Privilege Cloud documentation provides details on how to access various services, including the vault. The
standard naming convention for accessing the vault services in the cloud typically follows this format.

HE#18
On Privilege Cloud, what can you use to update users' Permissions on Safes? (Choose 2.)

A. Privilege Cloud Portal
B. PrivateArk Client

C. REST API

D. PACLI

E. PTA

_EE%: A\ C

R -

On CyberArk Privilege Cloud, updating users' permissions on safes can be done through the Privilege Cloud Portal and the REST
API. The Privilege Cloud Portal provides a user-friendly graphical interface where administrators can manage user permissions
directly within the portal's safe management settings.

Additionally, the REST API offers a programmable way to automate permission updates across safes, which is especially useful for
bulk changes or integrating with other management tools. Both methods provide effective means to manage and customize access
controls in a CyberArk environment, allowing for detailed permission settings per user on specific safes.

B #19
To use SAML authentication in Privilege Cloud Standard Services, users must first be defined in Privilege Cloud. What are correct
methods for defining users? (Choose two.)

A. Integrate Privilege Cloud with SIEM.

B. Create users in the CyberArk Privilege Cloud database using the CAVaultManager createuser command.

C. Integrate Privilege Cloud with your LDAP server.

D. Integrate Privilege Cloud with Email System.

E. Create users in Privilege Cloud with details identical to those who access Privilege Cloud through SAML authentication.

IEf#: C. E

fi .-

CyberArk's Privilege Cloud Standard SAML configuration documentation states that, before using SAML, users must already be
defined in Privilege Cloud and provides two supported methods:

* Integrate with your LDAP server (recommended) # this provisions users into Privilege Cloud.

(Answer A)

* Create CyberArk users in Privilege Cloud with identical details as the users who will access via SAML. (Answer D) The other
options are not valid "user definition" methods for this requirement:

* SIEM and Email system integrations don't define users in Privilege Cloud.

* E is not a supported/customer method in Privilege Cloud Standard documentation (and Privilege Cloud is a managed service; you
don't create users by directly manipulating the service database).
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