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i =8 #136
Why is an asset inventory much important?

A. Tt tells you what to encrypt

B. You can't protect what you don't know you have
C. The law requires it

D. It contains a price list
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What is the purpose of non-repudiation in information security?

e A. To protect data from unauthorized access
¢ B. To ensure data is always accessible when needed
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¢ C. To prevent the sender or recipient of a message from denying having sent or received the message
¢ D. To ensure data is accurate and unchanged
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Non-repudiation ensures that an individual or system cannot deny having performed a specific action, such as sending or receiving a
message or approving a transaction. It provides proof of origin and proof of delivery.

This security principle is typically implemented using cryptographic techniques such as digital signatures, public key infrastructure
(PKI), hashing, and secure audit logs. For example, a digitally signed message can later be verified, preventing the sender from
denying authorship.

Non-repudiation supports accountability, legal enforceability, and forensic investigations. It differs from confidentiality (preventing
unauthorized access), integrity (preventing unauthorized modification), and availability (ensuring access).

Non-repudiation is especially important in financial systems, legal communications, and regulated industries where disputes may
arise.
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The city of Grampon wants to ensure that all of its citizens are protected from malware, so the city council creates a rule that anyone
caught creating and launching malware within the city limits will receive a fine and go to jail. What kind of rule is this?

A. Standard
B. Procedure
C. Law

D. Policy
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The European Union (EU) law that grants legal protections to individual human privacy.

A. The Constitution

B. The Privacy Human Rights Act

C. The Magna Carta

D. The General Data Protection Regulation
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Flooding a server with traffic to make services unavailable is called:

A. DDoS
B. Virus

C. Phishing
D. Spoofing
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Distributed Denial-of-Service (DDoS) attacks overwhelm targets with traffic from multiple sources, disrupting availability.
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