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Microsoft Security, Compliance, and Identity Fundamentals Sample
Questions (Q174-Q179):
NEW QUESTION # 174 
What is an assessment in Compliance Manager?

A. A grouping of controls from a specific regulation, standard or policy.
B. Recommended guidance to help organizations align with their corporate standards.
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C. A policy initiative that includes multiple policies.
D. A dictionary of words that are not allowed in company documents.

Answer: B

Explanation:
Microsoft Purview Compliance Manager is a feature in the Microsoft Purview compliance portal that helps you manage your
organization's compliance requirements with greater ease and convenience. Compliance Manager can help you throughout your
compliance journey, from taking inventory of your data protection risks to managing the complexities of implementing controls,
staying current with regulations and certifications, and reporting to auditors.
Watch the video below to learn how Compliance Manager can help simplify how your organization manages compliance:
Compliance Manager helps simplify compliance and reduce risk by providing:
Pre-built assessments for common industry and regional standards and regulations, or custom assessments to meet your unique
compliance needs (available assessments depend on your licensing agreement; learn more).
Workflow capabilities to help you efficiently complete your risk assessments through a single tool.
Detailed step-by-step guidance on suggested improvement actions to help you comply with the standards and regulations that are
most relevant for your organization. For actions that are managed by Microsoft, you'll see implementation details and audit results.
A risk-based compliance score to help you understand your compliance posture by measuring your progress in completing
improvement actions.

NEW QUESTION # 175 
Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer
presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Configure external access for partner organizations.
B. Automate the detection and remediation of identity based-risks.
C. Export risk detection to third-party utilities.
D. Investigate risks that relate to user authentication.
E. Create and automatically assign sensitivity labels to data.

Answer: B,C,D

Explanation:
Microsoft Entra ID Identity Protection is a risk-based conditional access capability that "automates the detection and remediation of
identity-based risks" and enables admins to investigate risky users and sign-ins.
SCI guidance explains that Identity Protection evaluates signals such as user risk and sign-in risk, raises risk detections, and can
automatically remediate by enforcing actions like password reset or blocking access via risk-based policies. The portal provides rich
investigation experiences for risky users, risky sign-ins, and risk detections, allowing security teams to review evidence and
confirm/dismiss risks. In addition, identity risk data can be exported through Azure Monitor/diagnostic settings and integrated with
SIEM/SOAR tools, enabling "export of risk detections and security alerts to third-party solutions" for correlation and response.
Tasks such as configuring external access for partner organizations are handled by B2B collaboration features, and creating/assigning
sensitivity labels belongs to Microsoft Purview Information Protection-not Identity Protection. Therefore, the tasks Identity
Protection supports are: export risk detection (B), automate detection and remediation of identity-based risks (C), and investigate
risks related to user authentication (D).

NEW QUESTION # 176 
Select the answer that correctly completes the sentence.

Answer:

Explanation:



Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/threat-analytics?view=o365-worldwide

NEW QUESTION # 177 
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/secure-score-security-controls

NEW QUESTION # 178 
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview
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