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Introduction

Cryptography:

Cryptography is a method of storing and transmitting data in a
particular form so that only those for whom it is intended can read and
process it. Cryptography is closely related to the disciplines

of cryptology and cryptanalysis. Cryptography includes techniques such
as microdots, merging words with images, and other ways to hide
information in storage or transit.
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HH #61
(Which certificate encoding process is binary-based?)

e A. Public Key Infrastructure (PKI)

¢ B. Rivest-Shamir- Adleman (RSA)

e (. Distinguished Encoding Rules (DER)
e D. Privacy Enhanced Mail (PEM)

IEf: C
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DER (Distinguished Encoding Rules) is a binary encoding format used to represent ASN. 1 structures in a canonical, unambiguous
way. X.509 certificates are defined using ASN.1, and DER provides a strict subset of BER (Basic Encoding Rules) that guarantees
a single, unique encoding for any given data structure. That "unique encoding” property is important for cryptographic operations
such as hashing and digital signatures, because different encodings of the same abstract data could otherwise produce different
hashes and break signature verification. In contrast, PEM is not a binary encoding; it is essentially a Base64-encoded text wrapper
around DER data, bounded by header/footer lines (e.g,,

"BEGIN CERTIFICATE"). PKI is an overall framework for certificate issuance, trust, and lifecycle management-not an encoding.
RSA is an asymmetric algorithm used for encryption/signing, not a certificate encoding format. Therefore, the binary-based certificate
encoding process among the options is DER.

H #62
(What are the primary characteristics of Bitcoin proof of work?)

A. Difficult to produce and easy to verify
B. Easy to produce and easy to verify

C. Difficult to produce and difficult to verify
D. Easy to produce and difficult to verify

EfE: A

A -

Bitcom's proof of work (PoW) is designed so that finding a valid block is computationally difficult, but checking validity is
computationally easy. Miners must repeatedly hash candidate block headers (double SHA-256) with different nonces until they find
a hash value below a network-defined target.

This trial-and-error search requires significant work and energy because the probability of success per attempt is extremely low at
current difficulty levels. However, verification is straightforward: any node can hash the block header once (or a small number of
times) and confirm the resulting hash meets the target threshold and that the block contents follow protocol rules. This "hard to
produce, easy to verify" property is essential: it makes it expensive for attackers to rewrite history or outpace honest miners, while
allowing all participants-even low-power devices-to validate blocks efficiently.

Therefore, the primary characteristic of Bitcoin proof of work is that it is difficult to produce and easy to verify.

B #63
(What are the roles of keys when using digital signatures?)

e A. A public key is used for both signing and signature validation.

¢ B. A public key is used for signing, and a private key is used for signature validation.
e (. Aprivate key is used for signing, and a public key is used for signature validation.
e D. A private key is used for both signing and signature validation.

EfE: C
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Digital signatures provide integrity, authenticity, and typically non-repudiation by using an asymmetric key pair. The signer uses the
private key to create a signature over a message (usually over a hash

/digest of the message). Because the private key is kept secret, only the legitimate signer should be able to produce a valid signature.
Anyone who has the corresponding public key can then validate the signature: they verify that the signature matches the message
digest under the public key and that the signed data has not been altered. This is why the public key can be widely distributed (often
inside an X.

509 certificate) while the private key must be protected by the signer. If'a public key were used to sign, anyone could forge
signatures; if a private key were required for validation, only the signer could validate, defeating the purpose of public verifiability.
Therefore, the correct key roles are private key for signing and public key for signature validation.

HR #64
(Which certificate encoding process is binary-based?)

e A Public Key Infrastructure (PKI)



¢ B. Rivest-Shamir- Adleman (RSA)
¢ C. Distinguished Encoding Rules (DER)
¢ D. Privacy Enhanced Mail (PEM)

IEf#: C
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DER (Distinguished Encoding Rules) is a binary encoding format used to represent ASN.1 structures in a canonical, unambiguous
way. X.509 certificates are defined using ASN. 1, and DER provides a strict subset of BER (Basic Encoding Rules) that guarantees
a single, unique encoding for any given data structure. That "unique encoding” property is important for cryptographic operations
such as hashing and digital signatures, because different encodings of the same abstract data could otherwise produce different
hashes and break signature verification. In contrast, PEM is not a binary encoding; it is essentially a Base64-encoded text wrapper
around DER data, bounded by header/footer lines (e.g,,

"BEGIN CERTIFICATE"). PKI is an overall framework for certificate issuance, trust, and lifecycle management-not an encoding,
RSA is an asymmetric algorithm used for encryption/signing, not a certificate encoding format. Therefore, the binary-based certificate
encoding process among the options is DER.

HMA #65
(Which type of exploit involves looking for different inputs that generate the same hash?)

e A Algebraic attack

¢ B. Birthday attack

¢ C. Differential cryptanalysis
e D. Linear cryptanalysis

Ef#: B

fEEL:

A birthday attack targets hash functions by exploiting the birthday paradox: collisions (two different inputs producing the same hash
output) can be found much faster than brute-forcing a specific preimage. For an n-bit hash, the expected work to findanycollision is
on the order of 2
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