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Scenario: An organization has recently appointed a CISO. This is a new role in the organization and it signals the increasing need to
address security consistently at the enterprise level. This new CISO, while confident with skills and experience, is constantly on the
defensive and is unable to advance the IT security centric agenda.

Which of the following is the reason the CISO has not been able to advance the security agenda in this organization?

e A Lack ofa security awareness program
¢ B. Lack of'identification of technology stake holders
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e (. Lack of nfluence with leaders outside IT
¢ D. Lack ofbusiness continuity process

IEf: C

I #206
The effectiveness of an audit is measured by?

e A The number of actionable iters in the recommendations

¢ B. How it exposes the risk tolerance of the company

¢ (. The number of security controls the company has in use

¢ D. How the recommendations directly support the goals of the company

EM&: D
R -
Measuring Audit Effectiveness:

* Audits are effective when their recommendations align with and directly contribute to achieving organizational goals.
Value-Driven Recommendations:

* The audit should identify actionable improvements that enhance security while supporting the company' s strategic objectives.
Supporting Reference:

* CCISO enphasizes aligning audit recommendations with business goals to ensure their relevance and impact on organizational
success.

HH #207

Scenario: Your company has many encrypted telecommunications links for their world-wide operations.

Physically distributing symmetric keys to all locations has proven to be administratively burdensome, but symmetric keys are
preferred to other alternatives.

How can you reduce the admmistrative burden of distributing symmetric keys for your employer?

A. Symmetrically encrypt the key and then use asymmetric encryption to unencrypt it
B. Use certificate authority to distribute private keys

C. Use a self-generated key on both ends to eliminate the need for distribution

D. Use asymmetric encryption for the automated distribution of symmetric key

.
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R #208
What type of attack requires the least amount of technical equipment and has the highest success rate?

A. Social engineering
B. Shrink wrap attack

C. War driving
D. Operating system attacks

IEf#E: A

R #209
Human resource planning for security professionals in your organization is a:

A. Training requirement that is met through once every year user training,

B. Simple and easy task because the threats are getting easier to find and correct.

C. Training requirement that is on-going and always changing.

D. Not needed because autormation and anti-virus software has eliminated the threats.

IEf: C
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