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CWNP Certified Wireless Analysis Professional Sample Questions (Q36-
Q41):
NEW QUESTION # 36 
Where would you look in a packet trace file to identify the configured Minimum Basic Rate (MBR) of a BSS?

A. In the Minimum Basic Rate Element in a Beacon frame
B. In the MBR Action frame
C. In the MBR Information Element in an Association Response frame
D. Supported Rates & Extended Supported Rates elements in a Beacon frame

Answer: D

Explanation:
The configured Minimum Basic Rate (MBR) of a BSS can be identified by looking at the Supported Rates and Extended Supported
Rates elements in a Beacon frame. A Beacon frame is a type of management frame that is transmitted by an AP to advertise its
presence and capabilities to potential clients. A Beacon frame contains various information elements (IEs) that provide details about
the BSS configuration and operation.
The Supported Rates and Extended Supported Rates IEs list the data rates that are supported by the AP for data transmission. The
MBR is the lowest data rate among these supported rates that is required for all clients to join and communicate with the BSS. The
MBR is usually marked with a flag bit in these IEs to indicate its mandatory status. The other options are not correct, as they do not
exist or do not indicate the MBR of a BSS. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 5:
802.11 MAC Sublayer, page 123-124

NEW QUESTION # 37 
After performing a protocol analysis capture on channel 36 you are looking at the radio tap header of a data frame and notice the
frame was transmitted at MCS 0 on one spatial stream. At what data rate was the PHY Header for this frame transmitted?

A. 6 Mbps
B. 1 Mbps
C. 6.5 Mbps
D. 2 Mbps

Answer: A

Explanation:
On channel 36 (5 GHz band), the PHY header is always transmitted using one of the basic OFDM rates to ensure all devices can
decode it. For 802.11a/n/ac in 5 GHz, the PHY header is sent at 6 Mbps, regardless of the MCS rate used for the data portion of
the frame.

NEW QUESTION # 38 
A STA utilizing DCF for medium access, that has been waiting for the medium to become free, must wait for which interframe space
following the ACK of the previous frame transmission?

A. PIFS
B. EIFS
C. DIFS
D. AIFS

Answer: C

Explanation:
In DCF (Distributed Coordination Function), a station waits for a DCF Interframe Space (DIFS) after receiving an ACK before
attempting a new frame transmission. This ensures proper medium arbitration and fair access among contending stations.

NEW QUESTION # 39 
After examining a Beacon frame decode you see the SSID Element has a length of 0. What do you conclude about this frame?



A. D This is a common attack on WISP backend SQL databases
B. SSID elements always have a length of 0
C. The frame is corrupted
D. The beacon is from a BSS configured to hide the SSID

Answer: D

Explanation:
An SSID element with a length of 0 in a Beacon frame indicates that the SSID is intentionally not being broadcast. This is
characteristic of a BSS configured for a hidden SSID, where the SSID field is present but contains no characters.

NEW QUESTION # 40 
You have installed a new 802.11ac WLAN configured with 80 MHz channels. Users in one area are complaining about poor
performance. This area is currently served by a single AP. You take a spectrum analysis capture in the poor performing area. While
examining the waterfall plot you notice the airtime utilization is higher on the first 20 MHz of the 80 MHz channel when compared to
the rest of the channel. What do you conclude?

A. Non-Wi-Fi interference is preventing the APs 80 MHz operation
B. The first 20 MHz is the AP's primary channel and higher airtime utilization on the primary channel is normal when an AP is
configured for 80 MHz operation
C. The AP is misconfigured and needs to be reconfigured to 80 MHz operation
D. RRM is enabled and has dynamically picked a 20 MHz channel

Answer: B

Explanation:
In 802.11ac with 80 MHz channels, the AP designates one 20 MHz subchannel as the primary channel. Management traffic and
many control-related exchanges occur on the primary channel, and client contention often concentrates there. As a result, it's normal
to see higher airtime utilization on the first 20 MHz segment compared to the secondary segments even when the AP is correctly
operating at 80 MHz.
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