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GIAC Web Application Penetration Tester GWAPT Sample Questions
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NEW QUESTION # 112
What is the purpose of account lockout policies?

A. To protect against brute-force attacks by limiting login attempts
B. To prevent session hijacking

C. To encrypt user credentials

D. To log user activities
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Answer: A

NEW QUESTION # 113
What is the primary goal of configuration testing in web applications?

A. Identifying security misconfigurations in the application environment
B. Testing for SQL injection vulnerabilities

C. Optimizing application performance

D. Exploiting vulnerabilities in user inputs

Answer: A

NEW QUESTION # 114
What is the primary goal of a SQL injection attack?

A. To inject malicious scripts into a web page

B. To manipulate URL parameters

C. To encrypt database records

D. To bypass authentication mechanisims and access sensitive data

Answer: D

NEW QUESTION # 115
What is the primary goal of a Cross-Site Request Forgery (CSRF) attack?

A. Steal session cookies

B. Execute JavaScript in a victim's browser

C. Gain shell access to the server

D. Force a victim to perform an unwanted action

Answer: D

NEW QUESTION # 116
Which tools are effective for discovering XSS vulnerabilities? (Choose two)

A. Wireshark

B. Burp Suite

C. OWASP ZAP
D. Nikto

Answer: B,C

NEW QUESTION # 117
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certificate, we can have the chance to get a decent job and make more money.
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