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EXFIRE (Q167-Q172):

HR #167
In FortiAnalyzer's FormView, source and destination [P addresses fiom FortiGate devices are not resolving to a hostname. How
can you resolve the source and destination IPs, without introducing any additional performance impact to FortiAnalyzer?

A. Configure local DNS servers on FortiAnalyzer

B. Resolve IPs on FortiGate

C. Configure # set resolve-ip enable in the system FortiView settings

D. Resolve IPs on a per-ADOM basis to reduce delay on FortiView while IPs resolve

F
R

: B

HH #168

A rogue administrator was accessing FortiAnalyzer without permission, and you are tasked to see what activity was performed by
that rogue administrator on FortiAnalyzer.

‘What can you do on FortiAnalyzer to accomplish this?

A. View the tasks performed by the rogue administrator in Fabric View.

B. Click Log View and generate a report for that admnistrator.

C. Click Task Monitor and view the tasks performed by that administrator.
D. Click FortiView and generate a report for that administrator.

IEf: C

A -

Reference: https:/docs.fortinet.com/document/fortimanager/6.4. 1 /administration-guide/792943 /task-monitor
FortiAnalyzer 7.0 Study Guide-Online.pdfpage 54: View the tasks FortiAnalyzer administrators have performed, including
progress and status.

R #169
What is the purpose of a dataset query in FortiAnalyzer?

e A It njects log data into the database

e B. It extracts the database schena

e C. It retrieves log data from the database
e D. It sorts log data into tables

EfE: C

AR -
Reference: https:/docs2.fortinet.convdocument/fortianalyzer/6.0.4/administration- guide/148744/creating- datasets

R #170
The connection status of a new device on FortiAnalyzer is listed as Unauthorized.



‘What does that status mean?

e A ltis a device that is waiting for you to configure a pre-shared key.

¢ B. Itis a device that has not yet been assigned an ADOM.

e C. Itis a device whose registration has not yet been accepted in FortiAnalvzer.
e D. It is a device that FortiAnalvzer does not support.

Ef#: C

fiR e«
The "Unauthorized" status indicates that the device has been discovered or attempted to connect but has not yet been authorized for
management by FortiAnalyzer. It requires an admmnistrator to approve or authorize the device before it can be fully managed.

HME #171

An admmnistrator, fortinet, can view logs and perform device management tasks, such as adding and removing registered devices.
However, administrator fortinet is not able to create a mail server that can be used to send alert emails.

‘What can be the problem?

¢ A. ADOM mode is configured with Advanced mode.

¢ B. A trusted host is configured.

e (. fortinet is assigned Restricted User administrative profile.

e D. fortinet is assigned the Standard User administrative profile.

Ef#: D

R

Administrator Fornetet is able to view logs and perform device management tasks such as adding and removing regjistered devices,
but cannot create a mail server to send alert mails. The causes of this problem are:

fortinet is assigned a Restricted User administrative rights profile.

Admmistrators who are assigned as Restricted User have restricted access, which may include viewing logs and performing certain
device management tasks, but not more advanced administrative finctions such as configuring mail servers. Such permission
restrictions prevent them from performing configuration changes that require higher permissions.

B #172
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