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Q22):
NEW QUESTION # 17 
You determine that there are a large number of samples on FortiSandbox that are obsolete and no longer needed for future analysis.
Which CLI tool must you use to remediate this issue? (Choose one answer)

A. log-purge
B. cleandb
C. factory-reset
D. fsck-storage

Answer: B

Explanation:
The correct answer is C. cleandb. The FortiSandbox 5.0 Administrator Study Guide explicitly states: "The cleandb command will
erase all stored data in the FortiSandbox database and reboot the system." This directly matches the scenario, because the issue is
that FortiSandbox contains many obsolete samples and related stored analysis data that are no longer needed. Removing those
database contents is exactly what cleandb is designed to do.
The other options do not fit this requirement. The same study guide section says "The log-purge command will remove all system
logs," which affects logs only, not the stored sample database. It also says "The fsck-storage command will check the integrity of the
hard disks and repair them if any issues are discovered," which is for disk integrity troubleshooting, not cleanup of obsolete samples.
A factory reset would be far more destructive and is not the stated maintenance tool for this issue. Therefore, cleandb is the correct
CLI remediation tool.

NEW QUESTION # 18 
You are asked to configure a FortiSandbox HA cluster. Port 4 on the primary and secondary nodes is dedicated for HA-specific
communication. Which command must you use to configure the primary node? (Choose one answer)

A. hc-settings -sc -tF -nPrimaryNode -cFSAGrp -p -iport4
B. hc-settings -sc -tR -nPrimaryNode -cFSAGrp -p -iport4
C. hc-settings -sc -tM -nPrimaryNode -cFSAGrp -p -iport4
D. hc-settings -sc -tN -nPrimaryNode -cFSAGrp -p -iport4

Answer: C

Explanation:
The Study Guide states that HA is configured from the CLI and that "the main HA cluster CLI commands are hc-settings, hc-slave,
and hc-status". It also explains that "You use the hc-settings command and options to configure the main HA settings... node alias,
group name, group password, and the HA interface." The same HA section further says that the primary and secondary nodes must
have a dedicated HA communication interface, and specifically notes that "port4 in this example" is the HA interface between them.
On the primary-node example configuration shown on page 137 of the uploaded study guide, the command uses -tM for the primary
node with -iport4 for the HA interface. That directly matches option D. The other options use different node-type flags and do not
correspond to the primary-node example. Therefore, the correct command is hc-settings -sc -tM -nPrimaryNode -cFSAGrp -
p<password> -iport4.

NEW QUESTION # 19 
A security analyst is reviewing a scan job report that indicates a true positive match. The job report displays that the malware
attempts to replace vital system executables. Which type of malware is the analyst observing? (Choose one answer)

A. Exploit
B. Dropper
C. Rootkit
D. Trojan

Answer: C

Explanation:
The Results Analysis section gives direct malware-type definitions. It says: "A downloader attempts to download malicious content
from a remote system", "A dropper installs malicious content", "A trojan appears to be a legitimate software application", and most



importantly, "A rootkit attempts to hide its components by replacing valid system files." That exact wording matches the question
statement about malware attempting to replace vital system executables. Replacing valid system files is classic rootkit behavior
because the purpose is concealment and persistence by hiding malicious components behind trusted operating-system files. A
dropper's main role is delivering payloads. A trojan is mainly deceptive software that appears legitimate. An exploit takes advantage
of a vulnerability. None of those definitions match the described behavior as precisely as the rootkit definition in the Study Guide.
Therefore, the malware type being observed is Rootkit.

NEW QUESTION # 20 
Which stage of the Cyber Kill Chain does FortiSandbox and FortiClient EMS integration help to block? (Choose one answer)

A. Weaponization
B. Delivery
C. Command and control
D. Reconnaissance

Answer: B

Explanation:
From the FortiClient EMS Integration lesson, the Study Guide states that FortiSandbox and FortiClient EMS integration helps break
the kill chain by monitoring all downloads, removable media, mapped network drives, and email client file downloads - intercepting
threats at the Delivery stage before they can execute on the endpoint.
Additionally, from the Attack Methodologies section: "When a USB is attached to a host protected with FortiClient, FortiClient can
send the files on the USB drive to FortiSandbox for analysis, before allowing the user access to the files" - further confirming the
Delivery stage focus.

NEW QUESTION # 21 
A security analyst is reviewing a scan job report that indicates a true positive match. The job report displays that the malware
attempts to replace vital system executables. Which type of malware is the analyst observing? (Choose one answer)

A. Exploit
B. Dropper
C. Rootkit
D. Trojan

Answer: C
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