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FA 271

e Advanced Access Control Troubleshooting: This section of the exam measures the skills of Check Point
=R 1 System Administrators in demonstrating expertise in troubleshooting access control mechanisis. It involves
understanding user permissions and resolving authentication issues.

¢ Advanced Identity Awareness Troubleshooting: This section of the exam measures the skills of heck Point

FH 2 Security Consultants and focuses on troubleshooting identity awareness systemns.

e Advanced Client-to-Site VPN Troubleshooting: This section of the exam measures the skills of

=AM 3 CheckPoint System Administrators and focuses on troubleshooting client-to-site VPN issues.
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¢ Advanced Management Server Troubleshooting: This section of the exam measures the skills of Check
=X 4 Point System Administrators and focuses on troubleshooting management servers. It emphasizes
understanding server architecture and diagnosing problens related to server performance and connectivity.

¢ Introduction to Advanced Troubleshooting: This section of the exam measures the skills of Check Point

Network Security Engineers and covers the foundational concepts of advanced troubleshooting techniques.
FH 5 It introduces candidates to various methodologies and approaches used to identify and resolve complex
issues in network environments.

¢ Advanced Troubleshooting with Logs and Events: This section of the exam measures the skills of Check
=X 6 Point Security Administrators and covers the analysis of logs and events for troubleshooting. Candidates
will learn how to interpret log data to identify issues and security threats effectively.

e Advanced Firewall Kernel Debugging: This section of the exam measures the skills of Check Point
=x 7 Network Security Administrators and focuses on kernel-level debugging for firewalls. Candidates will learn
how to analyze kernel logs and troubleshoot firewall-related issues at a deeper level

¢ Advanced Site-to-Site VPN Troubleshooting: This section of the exam measures the skills of Check Point
FH 8 System Administrators and covers troubleshooting site-to-site VPN connections.
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EE#77
Check Point Threat Prevention policies can contain multiple policy layers and each layer consists of its own Rule Base.
Which Threat Prevention daemon is used for Anti-virus?

A. m.emaild.mta
B. ctasd

C. mnsd

D. n.emaild

HeE: B
CF

ctasd: This daemon is responsible for Threat Emulation, Anti-Bot, Application Control, and various other security features, including
Anti-virus. From Check Point R80.10 onwards, Anti-virus finctionality is integrated within ctasd.

HAE #78
What are the three main component of Identity Awareness?

A. User, Active Directory and Access Role

B. Identity Source, Identity Server (PDP) and Identity Enforcement (PEP)

C. Identity Awareness Blade on Security Gateway, User Database on Security Management Server and Active Directory
D. Client, SMS and Secure Gateway

: B

od
m


https://www.itexamdump.com/156-587.html
https://www.passtip.net/156-587-pass-exam.html

HE#79

When a User Mode process suddenly crashes, it may create a core dump file. Which of the following information is available in the
core dump and may be used to identify the root cause of the crash?

i. Program Counter

ii. Stack Pointer

iil. Memory management information

iv. Other Processor and OS flags / information

A. 1, 1, i and v
B. Only lii

C. iiiand iv only
D. iand i only

HE: A

dE:

A core dunp file is essentially a snapshot of the process's memory at the time of the crash. This snapshot includes crucial information
that can help diagnose the cause of the crash. Here's why all the options are relevant:

1. Program Counter: This register stores the address of the next instruction the CPU was supposed to execute. It pinpoints exactly
where in the code the crash occurred.

ii. Stack Pointer: This register points to the top of the call stack, which shows the sequence of function calls that led to the crash. This
helps trace the program's execution flow before the crash.

iil. Memory management information: This includes details about the process's memory allocations, which can reveal issues like
memory leaks or invalid memory access attempts.

iv. Other Processor and OS flags/information: This enconpasses various registers and system information that provide context about
the state of the processor and operating system at the time of the crash.

By analyzing this information within the core dump, you can often identify the root cause of the crash, such as a segmentation fault,
null pointer dereference, or stack overflow.

Check Point Troubleshooting Reference:

While core dumps are a general concept in operating systens, Check Point's documentation touches upon them in the context of
troubleshooting specific processes like fwd (firewall) or cpd (Check Point daemon). The fw ctl zdebug command, for example, can
be used to trigger a core dump of the fwd process for debugging purposes.

EE #80
What is the name ofthe VPN kernel process?

A. CVPND
B. VPND
C. VPNK
D. FWK

o
m

: B

EE #81
The packet processing infrastructure consists of 4 components. Which component contains the CLOB, the object that contains
mformation about the packet that is needed to make security decisions?

A. Observers
B. Handlers
C. Classifiers
D. Manager
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