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versions and varied finctions to make you learn comprehensively and efficiently. The learning of our study materials costs you little
time and energy and we update them frequently. questions: Fortinet NSE 7 - OT Security 7.2 in detail please look at the introduction
of our product as follow.

Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q88-Q93):

NEW QUESTION # 88
What are two critical tasks the OT network auditors must perform during OT network risk assessment and management? (Choose
two.)

A. Implementing strategies to automatically bring PLCs offline

B. Planning a threat hunting strategy

C. Creating disaster recovery plans to switch operations to a backup plant
D. Evaluating what can go wrong before it happens

Answer: B,C

NEW QUESTION # 89
Refer to the exhibit. The IPS profile is added on all of the security policies on FortiGate. For an OT network, which statement of the
IPS profile is true?
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A. The IPS profile inspects only traffic originating from SCADA equipment.

B. AILTPS signatures are overridden and must block traffic match signature patterns.
C. The listed IPS signatures are classified as SCADAapphcat nns

D. FortiGate has no IPS industrial signature database enabled.

Answer: C

NEW QUESTION # 90



You are investigating a series of incidents that occurred in the OT network over past 24 hours in FortiSIEM.
Which three FortiSIEM options can you use to investigate these incidents? (Choose three.)

A. Overview
B. Risk
C. List

D. Security
E. IPS

Answer: A,B,C

Explanation:

List:

This section allows you to view a detailed list of all logged events, including those related to the OT network incidents, providing a
comprehensive overview of activity within the system

Risk:

By analyzing the risk associated with detected incidents in the OT network, you can identify potential vulnerabilities and prioritize
further investigation.

Overview:

The overview section provides a high-level summary of network activity, including alerts, trends, and potential issues, which can help
you quickly pinpoint areas of concern within the OT network.

NEW QUESTION # 91
Which three criteria can a FortiGate device use to look for a matching firewall policy to process traffic?
(Choose three.)

A. Lowest to highest policy ID number

B. Source defined as internet services in the firewall policy

C. Highest to lowest priority defined in the firewall policy

D. Services defined in the firewall policy.

E. Destination defined as internet services in the firewall policy

Answer: C,D,E

Explanation:

The three criteria that a FortiGate device can use to look for a matching firewall policy to process traffic are:

A: Services defined in the firewall policy - FortiGate devices can match firewall policies based on the services defined in the policy,
such as HTTP, FTP, or DNS.

D: Destination defined as internet services in the firewall policy - FortiGate devices can also match firewall policies based on the
destination of the traffic, including destination IP address, interface, or internet services.

E: Highest to lowest priority defined in the firewall policy - FortiGate devices can prioritize firewall policies based on the priority
defined in the policy. The device will process traffic against the policy with the highest priority first and move down the list until it
finds a matching policy.

Reference:

Fortinet NSE 7 - Enterprise Firewall 6.4 Study Guide, Chapter 4: Policy Implementation, page 4-18.

NEW QUESTION # 92
A supervisor is configuring a software switch on a FortiGate device. What must the supervisor configure on FortiGate to control the
traffic between member interfaces on the software switch, using firewall policies?

A. The supervisor must add different VLAN interfaces to the software switch.

B. The supervisor must configure intra-switch-policy to explicit.

C. The supervisor must configure a separate forward domain for the software switch.

D. The supervisor must configure the software switch with at least one wireless interface and one VLAN interface.

Answer: B

NEW QUESTION # 93
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