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Questions (Q88-Q93):
NEW QUESTION # 88 
You are asked to check the status of several user-mode processes on the management server and gateway. Which of the following
processes can only be seen on a Management Server?

A. cpwd
B. fwm
C. fwd
D. cpd

Answer: B

Explanation:
Thefwmprces is responsible for managing the communication between the SmartConsole and the Security Management Server.It
canonly be seen on a Management Server12. Check Point Processes and Daemons,Check oint CCSA - R81: Practice Test &
Explanation

NEW QUESTION # 89 
A network administrator has informed you that they have identified a malicious host on the network, and instructed you to block it.
Corporate policy dictates that firewall policy changes cannot be made at this time. What tool can you use to block this traffic?

A. Anti-Bot protection
B. Policy-based routing
C. Suspicious Activity Monitoring (SAM) rules
D. Anti-Malware protection

Answer: C

Explanation:
If a network administrator has identified a malicious host on the network and instructed you to block it, but you cannot make any
firewall policy changes at this time, you can use Suspicious Activity Monitoring (SAM) rules to block this traffic. SAM rules are
temporary rules that allow you to block or limit traffic from specific sources or destinations without modifying the security policy.
SAM rules are created and managed by SmartView Monitor and are enforced by the security gateway for a specified duration.
Anti-Bot protection, Anti-Malware protection, and Policy-based routing are not tools that can be used to block traffic without
changing the firewall policy. [Check Point R81 SmartView Monitor Administration Guide]

NEW QUESTION # 90 
The Network Operations Center administrator needs access to Check Point Security devices mostly for troubleshooting purposes.
You do not want to give her access to the expert mode, but she still should be able to run tcpdump. How can you achieve this
requirement?

A. Add tcpdump to CLISH using add command.Create a new access role.Add tcpdump to the role.Create new user with
UID 0 and assign role to the user.
B. Create a new access role.Add expert-mode access to the role.Create new user with any UID and assign role to the user.
C. Add tcpdump to CLISH using add command.Create a new access role.Add tcpdump to the role.Create new user with
any UID and assign role to the user.
D. Create a new access role.Add expert-mode access to the role.Create new user with UID 0 and assign role to the user.

Answer: C

Explanation:
To achieve the requirement of giving the Network Operations Center administrator access to Check Point Security devices mostly
for troubleshooting purposes, but not to the expert mode, and still allowing her to run tcpdump, you need to:
Add tcpdump to CLISH using add command. This command adds a new command to the Command Line Interface Shell (CLISH)
that allows running tcpdump without entering the expert mode .
Create a new access role. This option defines a set of permissions and commands that can be assigned to a user or a group of users.
Add tcpdump to the role. This option grants the permission to run tcpdump to the role.
Create new user with any UID and assign role to the user. This option creates a new user account with any User ID (UID) and



assigns the role that has tcpdump permission to the user.

NEW QUESTION # 91 
In what way is Secure Network Distributor (SND) a relevant feature of the Security Gateway?

A. SND is used to distribute packets among Firewall instances
B. SND is a feature to accelerate multiple SSL VPN connections
C. SND is a feature of fw monitor to capture accelerated packets
D. SND is an alternative to IPSec Main Mode, using only 3 packets

Answer: A

Explanation:
The Secure Network Distributor (SND) is a feature of the Security Gateway that is used to distribute packets among Firewall
instances . It improves the performance and scalability of the Firewall by utilizing multiple CPU cores. The other options are not
related to SND. [Check Point Security Gateway Architecture and Packet Flow], [Free Check Point CCSA Sample Questions and
Study Guide]

NEW QUESTION # 92 
What is the main difference between Static NAT and Hide NAT?

A. Static NAT allow incoming and outgoing connections. Hide NAT only allows outgoing connections.
B. Hide NAT only allows incoming connections to protect your network.
C. Static NAT only allows incoming connections to protect your network.
D. Static NAT only allows outgoing connections. Hide NAT allows incoming and outgoing connections.

Answer: A

Explanation:
The main difference between Static NAT and Hide NAT is that Static NAT allows incoming and outgoing connections, while Hide
NAT only allows outgoing connections4. Static NAT translates a single IP address to another single IP address, while Hide NAT
translates a group of IP addresses to a single IP address. Static NAT is used to expose internal servers to external networks, while
Hide NAT is used to hide internal hosts from external networks. Check Point R81 Firewall Administration Guide
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