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for CyberOps Sample Questions (Q130-Q135):

NEW QUESTION # 130
What is the purpose of hypothesis generation in the threat hunting process?

A. To identify potential threats
B. To validate known threats
C. To rule out false positives
D. To classify threat actors

Answer: A

NEW QUESTION # 131
Selecting deception techniques for a scenario involves:

A. Sending false positive alerts to attackers

B. Using misleading comments in the code

C. Creating fake social media accounts for the IT staff
D. Placing honeypots within the network

Answer: D

NEW QUESTION # 132
Refer to the exhibit.

A security team detects a spike in traffic from the company web server. After further investigation, the team discovered that multiple
comnections have been established from the server to different [P addresses, but the web server logs contain both expected traffic
and DDoS traffic. Which attribute must the teamuse to firther filter the logs?

A. protocol

B. connection status

C. IP address of the web server
D. destination port

Answer: B

Explanation:

The correct answer isConnection status. In this scenario, the key challenge for the security team is differentiatinglegitimate outbound
trafficfrommalicious or DDoS-related trafficoriginating from the same web server. Since both types of traffic coexist in the logs,
analysts must rely on an attribute that meaningfully distinguishes normal behavior from abnormal patterns.

The exhibit shows numerous TCP connections from the web server to many different external IP addresses, with varyingTCP
statessuch as ESTABLISHED, TIME WAIT, and FIN_ WAIT. These connection states are highly valuable for threat hunting and
network analysis. During DDoS activity-especially reflected or amplification-style attacks, or when a server is abused as part of an
attack-connections often remain half- open, rapidly transition to TIME WAIT, or fail to fully establish. In contrast, legitimate web
traffic typically results in stable, short-lived ESTABLISHED sessions that follow predictable patterns.

Option B (destination port) is not useful here because most web traffic-both legitimate and malicious- commonly uses ports 80 or
443, Option C (IP address of the web server) provides no filtering value because all traffic already originates fiom that server.
Option D (protocol) is also ineffective, as both normal and DDoS traffic in this case use TCP.

Froma professional SOC and threat hunting standpoint,connection state analysisis a foundational technique for detecting volumetric
attacks, beaconing behavior, and abnormal session churn. By filtering logs based on connection status, analysts can quickly isolate
suspicious patterns such as excessive short-lived connections, abnormal teardown behavior, or asymimetric session states that are
characteristic of DDoS-related activity.

This approach aligns with mature threat hunting practices:when indicators overlap, pivot to behavioral attributes. Connection status
provides the necessary behavioral signal to separate expected traffic from attack traffic and supports faster, more accurate incident
response.

NEW QUESTION # 133
What is the purpose of proactively conducting threat hunting in a cybersecurity environment?



A. To detect and neutralize threats that have bypassed traditional security measures.
B. To mstall new antivirus software on all devices.

C. To generate automated cybersecurity reports.

D. To respond to security incidents after they have already occurred.

Answer: A

NEW QUESTION # 134
Which of'the following is NOT a common outcome of threat hunting?

A. Identification of unknown threats

B. Reduction of false positives

C. Increased performance of network devices
D. Improved security posture

Answer: C

NEW QUESTION # 135
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