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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

¢ Framework Design: Framework design is the process of developing a reusable structural foundation that
Topic 1 supports and guides the creation and organization of software systers.

¢ Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of|
Topic 2 assurance and inner strength.

¢ Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CT)
mnvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve

Topic 3
P higher efficiency and effectiveness over time.

e Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
Topic 4 computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
opie mtegrity and availability of digital information.

¢ Information Management (IM): Information management (IM) encompasses the entire lifecycle of
nformation within an organization—from its collection and storage to its distribution, use, and eventual

Topic 5
ope archiving or disposal

e Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and

Topic 6
mtegrity.

¢ Conpliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
Topic 7 to applicable laws, policies, and regulations to operate within established legal and ethical standards.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q50-Q55):

NEW QUESTION # 50
Which ttem is required to be considered when defining the scope and boundaries of the information security management system?

A. The lessons learned from the information security experiences of other organizations
B. The dependencies between activities performed by the organization

C. The level of quality to which the ISMS must adhere

D. The regular activities necessary to maintain and improve the ISMS

Answer: B

Explanation:

Clause 4.3 (Determining the scope of the ISMS) requires consideration of:

"the external and internal issues referred to in 4.1; the requirements referred to in 4.2; and interfaces and dependencies between
activities performed by the organization, and those that are performed by other organizations." This confirms that dependencies
between activities are a required factor when defining scope. Options B (quality levels), C (lessons learned), and D (regular activities
for improvement) are not scope requirements, though they may be relevant in planning or improvement processes.

Thus, the verified answer is A: Dependencies between activities performed by the organization.

NEW QUESTION # 51
What activity is done first when preparing for an initial certification audit?

¢ A Provide documents to the Certification Body auditor for the Stage 1 audit
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¢ B. Provide records to the Certification Body auditor for the Stage 2 audit
e C. Agree the scope of the ISMS with the Certification Body auditor
¢ D. Provide evidence that nonconformities from an internal audit have been actioned

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:

Before a certification audit can begin, thescope of the ISMSmust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented information." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage

2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.

Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

NEW QUESTION # 52
Which trend in information security performance is required to be considered during a management review of the ISMS?

A. Validity of mformation continuity controls

B. Relevant external and internal requirements changes

C. Decisions related to continual improvement opportunities
D. Achievement of information security objectives

Answer: D

Explanation:

Clause 9.3.2 (Management Review Inputs) states that management reviews shall include:

"'c) information on the information security performance, including trends in: (1) nonconformities and corrective actions; (2)
monitoring and measurement results; (3) audit results; and (4) fulfilment of information security objectives." This makesachievement
of information security objectives(option A) a required trend to be considered.

While external/internal requirements (C) and continual improvement opportunities (D) are also part of management review inputs,
they are not specifically listed under "trends in performance.” Option B is outside the direct requirement.

Thus, the verified answer iSA.

NEW QUESTION # 53
What is the definition of the term 'ntegrity’ according to ISO/IEC 270007

A. The property of availability and confidentiality

B. The property of being accessible and usable

C. The property that information is NOT made available inappropriately
D. The property of accuracy and completeness

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:

According to ISO/IEC 27000:2018, Clause 3.35:

"Integrity is the property of accuracy and completeness."

This is one of the three core principles of information security (CIA triad):

* Confidentiality: ensuring information is not made available to unauthorized persons (related to option B).
* Integrity: ensuring data is accurate, complete, and unaltered except by authorized means.

* Availability: ensuring information is accessible and usable when required (related to option A).

Option D incorrectly mixes availability and confidentiality. The precise ISO definition isaccuracy and completeness, which matches
option C.

Thus, the correct verified answer isC.

NEW QUESTION # 54



In an audit, what is the definition of an observation?

A. Anissue raised by an interested party

B. Anissue excluded from the scope of the standard

C. A non-fulfilment of a requirement of ISO/IEC 27001

D. A conformity to the standard where there is an opportunity for improvement

Answer: D

Explanation:

ISO/IEC 27001 mandates internal audits (Clause 9.2) and continual improvement (Clause 10.1) but doesnot define the specific
audit term "observation." However, the audit framework in 9.2 requires an audit programme and impartial auditors, and management
review inputs include "feedback on the information security performance including trends in... audit results" and "opportunities for
continual improvement

." The companion implementation guidance (ISO/IEC 27002) reinforces the concept ofopportunities for improvementin the review
of policies: "The reviews should mclude assessing opportunities for improvement and the need for changes to the approach to
mformation security..." In practical ISO audit usage (aligned with ISO 19011 guidance referenced in the Study Guide),
anobservationis a recorded conformity where improvement is advisable-commonly termed an Opportunity for Improvement (OFT).
The Study Guide's internal audit section emphasizes running an audit programime to identify "potential areas of weakness or non-
compliance," supporting the notion of recording improvement opportunities alongside nonconformities. Therefore, within ISO/IEC
27001 audit practice, the best-fit definition isB: a conformity where there is an opportunity for improvement.

NEW QUESTION # 55
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