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E R #304
What are three characteristics of the Palo Alto Networks DNS Security service? (Choose three.)

e A It requires a valid URL Filtering license.

B. It requires an active subscription to a third-party DNS Security service.

C. It requires a valid Threat Prevention license.

D. It enables users to access real-time protections using advanced predictive analytics.
E. It uses techniques such as DGA.DNS tunneling detection and machine learning.

IFf@#: C. D. E

A -
DNS Security subscription enables users to access real-time protections using advanced predictive analytics. When techniques such
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as DGA/DNS tunneling detection and machine learning are used, threats hidden within DNS traffic can be proactively identified and
shared through an infinitely scalable cloud service. Because the DNS signatures and protections are stored in a cloud-based
architecture, you can access the full database of ever-expanding signatures that have been generated using a multitude of data
sources. This list of signatures allows you to defend against an array of threats using DNS in real-time against newly generated
malicious domains. To commbat future threats, updates to the analysis, detection, and prevention capabilities of the DNS Security
service will be available through content releases. To access the DNS Security service, you must have a Threat Prevention license
and DNS Security license.

I #305
Which license is required to use the Palo Alto Networks built-in IP address EDLs?

A. Threat Prevention
B. WildFire

C. SD-Wan

D. DNS Security

EfE: A

A -

Explanation/Reference:
https:/docs.paloaltonetworks.comypan-0s/9-0/pan-os-admin/policy/use-an-external-dynamic-list-in- policy
/builtin-edls. htmi#~ text=With%20an%o

I #306

Refer to the exhibit. An administrator is using DNAT to map two servers to a single public IP address. Traffic will be steered to the
specific server based on the application, where Host A (10.1.1.100) receives HTTP traffic and Host B (10.1.1.101) receives SSH
traffic.

Which two Security policy rules will accomplish this configuration? (Choose two.)

A. Untrust (Any) to DMZ (1.1.1.100), web-browsing - Allow

B. Untrust (Any) to Untrust (10.1.1.1), web-browsing - Allow

C. Untrust (Any) to DMZ (1.1.1.100), ssh - Allow

D. Untrust (Any)to DMZ (10.1.1.100. 10.1.1.101), ssh, web-browsing- Allow
E. Untrust (Any) to Untrust (10.1.1.1), ssh -Allow

Ef#: AL C

R #307
Which two configuration settings shown are not the default? (Choose two.)

A. Server Log Monitor Frequency (sec)
B. Enable Session

C. Enable Probing

D. Enable Security Log

IEfE: A. B

Z R #308
Which type of address object is www.paloaltonetworks.com?

A. TP netmask

B. named address
C. IP range

D. FQDN

IEf#: D
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