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Cisco Implementing Cisco Enterprise Wireless Networks Sample Questions
(Q350-Q355):
NEW QUESTION # 350 
Which three properties are used for client profiling of wireless clients? (Choose three.)

A. IP address
B. hostname
C. OS version
D. HTTP user agent
E. DHCP
F. MAC OUI

Answer: D,E,F

Explanation:
Client profiling involves using various properties to identify and classify wireless clients. The HTTP user agent can provide
information about the client's device type and browser, DHCP can reveal details about the client's network configuration and
requests, and the MAC OUI (Organizationally Unique Identifier) can be used to determine the manufacturer of the device. These
properties are crucial for profiling because they offer insights into the device's capabilities and identity. References: CCNP Enterprise
Wireless Design ENWLSD
300-425 and Implementation ENWLSI 300-430 Official Cert Guide

NEW QUESTION # 351 
When implementing self-registration for guest/BYOD devices, what happens when an employee tries to connect four devices to the
network at the same time?

A. The registration is allowed, but only one device is connected at any given time.
B. Purge time dictates how long a device is registered to the portal.
C. The last device is removed and the newly added device is updated as active device.
D. All devices are allowed on the network simultaneously.

Answer: D

Explanation:
To Control how many devices that can be registered by each user, go to Work Centers > BYOD > Settings > Employee Registered
Devices and change the value in the box.
The default is 5 devices, but can be set between 1 to 999 devices. Note that this applies to all BYOD users globally.
Reference:
https://ciscocustomer.lookbookhq.com/iseguidedjourney/byod-configuration --> Define Global Settings

NEW QUESTION # 352 
A customer wants to Aps in the CEO's office to have different usernames and passwords for administrative support than the other
APs deployed through the facility. Which feature must be enabled on the WLC and Aps to achieve this goal?

A. 802.1X supplicant credentials
B. Local management users
C. HTTPS access
D. Override global credentials

Answer: A

NEW QUESTION # 353 
ALLAR A network engineer must segregate all iPads on the guest WLAN to a separate VLAN.
How does the engineer accomplish this task without using Cisco ISE?

A. Use an mDNS profile for the iPad device.



B. Create a local policy on the WLC.
C. Use 802.1x authentication to profile the devices
D. Enable RADIUS DHCP profiling on the WLAN.

Answer: B

Explanation:
To segregate all iPads on the guest WLAN to a separate VLAN without using Cisco ISE, the engineer can create a local policy on
the WLC. This local policy can be configured to identify iPad devices and assign them to a specific VLAN based on their device
profile or other identifying characteristics.

NEW QUESTION # 354 
A network engineer has been hired to perform a new MSE implementation on an existing network. The MSE must be installed in a
different network than the Cisco WLC. Which configuration allows the devices to communicate over NMSP?

A. Allow UDP/16666 port on the VPN router.
B. Allow UDP/16113 port on the central switch.
C. Allow TCP/16113 port on the firewall.
D. Allow TCP/16666 port on the router.

Answer: C

Explanation:
For the MSE to communicate with the Cisco Wireless LAN Controller (WLC) over NMSP when installed on a different network,
the necessary configuration is to allow TCP/16113 port on the firewall. NMSP uses TCP port 16113 for its communications, and
opening this port on the firewall will enable the MSE and WLC to establish a connection and communicate effectively. References :=
(CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide)

NEW QUESTION # 355
......
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