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E #34
What feature of 802.1 lax (HE) may impact design decisions related to AP placement and the spacing between same-channel BSS
cells (3SAs) because it is designed to reduce overlapping BSS contention?

A. uplink MU-MIMO
B. BSS Color

C. 6 GHzband support
D. TWT

IEf#: B
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In the 802.11ax (High Efficiency, HE) amendment, one of the key features introduced is BSS (Basic Service Set) Coloring. This
feature is designed to mitigate issues arising from overlapping BSSs (OBSS), which can lead to contention and interference in dense
wireless environments. BSS Coloring works by:

* Assigning a "color" (a small number) to each BSS: This helps devices differentiate between frames from their own BSS and those
from neighboring BSSs.

* Reducing Inter-BSS Interference: Devices can ignore frames from different BSSs (with a different

"color") under certain conditions, reducing the impact of OBSS interference.

* Improving Spatial Reuse: By distinguishing between transmissions from different BSSs, devices can make more informed decisions
about when to transmit, improving the efficiency of spatial reuse and reducing unnecessary contention.

This feature directly impacts design decisions related to AP placement and the spacing between same-channel BSS cels, as it allows
for closer placement of APs on the same channel without significantly increasing interference, thus improving overall network
capacity and efficiency.

The other options, while features of 802.11ax, do not directly pertain to reducing overlapping BSS contention in the same manner:
* TWT (Target Wake Time)optimizes device sleep schedules to conserve power.

* Uplink MU-MIMOenhances uplink data transmission capabilities but doesn't specifically address

* OBSS contention.

* 6 GHz Band Supportintroduces new spectrum for Wi-Fi use but is not a feature aimed at reducing OBSS contention within the
802.11ax framework.

Therefore, the correct answer is B, BSS Color.

References:

* IEEE 802.11ax-2021: Enhancements for High Efficiency WLAN.

* CWNA Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109, by David D: Coleman and David A.
Westcott.

HM #35
AnIEEE 802.11 amendment is in the daft state. What impact does this draft amendment have on the 802.11 standard?

e A The standard is changed to reflect the new capabilities as soon as an amendment enters the draft stage.

¢ B. No impact: Until an amendment is ratified, it does not become part of the standard.

¢ C. Devices will be released based on the draft amendment and the draft amendment features are part of the standard.
¢ D. No impact: Draft amendments do not become part of the standard until a working group is formed.

Ef#: B
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An IEEE 802.11 amendment is a proposed change or addition to the existing 802.11 standard, which defines the specifications and
protocols for wireless LANs. An amendment goes through several stages of development, such as draft, sponsor ballot, and final
approval, before it is ratified by the IEEE Standards Association and becomes part of the standard. Until then, it has no official
impact on the standard, although some vendors may release products based on draft amendments to gain a competitive edge or to
influence the final outcome of the amendment . References: [CWNA-109 Study Guide], Chapter 1: Overview of Wireless
Standards, Organizations, and Fundamentals, page 25; [CWNA-109Study Guide], Chapter 1: Overview of Wireless Standards,
Organizations, and Fundamentals, page 23; [IEEE website], IEEE-SA Standards Development Process.

M #36
What is the most effective method for testing roaming in relation to 802.11 VoIP handsets?

A. Use a protocol analyzer to capture the traffic generated when a laptop roars.

B. Use the built-in roaming monitor built into all VoIP handsets.

C. Place a call with the handset and move around the facility to test quality during roaming,
D. Use a spectrum analyzer to monitor RF activity during a VoIP call.

Ef: C
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The most effective method for testing roaming in relation to 802.11 VoIP handsets is to place a call with the handset and move
around the facility to test quality duringroaming, This method allows you to evaluate the actual performance and user experience of
VolIP calls over wireless networks, as well as identify any potential issues such as signal strength, interference, latency, jitter, packet
loss, or handoff delays. A spectrum analyzer can only show you the RF activity during a VoIP call, but not how it affects the voice
quality or roammng behavior. A protocol analyzer can capture the traffic generated when a laptop roams, but it cannot simulate the
characteristics of a VoIP handset such as battery life, antenna design, codec support, or QoS features. A built-in roaming monitor is
not a common feature in all VoIP handsets, and it may not provide accurate or comprehensive information about the roaming
process. References: [CWNP Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 487;
[Voice over Wireless LAN 4.1 Design Guide], page 6-19.

B #37

What can cause excessive VSWR in RF cables used to connect a radio to an antenna?

e A. High gain yagi antenna

e B. High gain parabolic dish antenna

¢ C. Radio output power above 100 mW but below 400 mw
¢ D. Impedance mismatch

EfE: D
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Impedance is the measure of opposition to the flow of alternating current (AC) in a circuit. Impedance mismatch occurs when the
impedance of the radio does not match the impedance of the antenna or the cable.

This causes some of the transmitted or received signal to be reflected back, resulting in a loss of power and efficiency. The voltage
standing wave ratio (VSWR) is a metric that indicates the amount of impedance mismatch in a transmission line. A higher VSWR
means a higher impedance mismatch and a lower signal quality. A VSWR of 1:1 is ideal, meaning there is no impedance mismatch
and no reflected power. A VSWR of2:1 means that for every 2 units of forward power, there is 1 unit of reflected power12.

The other options are not correct because they do not affect the VSWR in RF cables. A high gain yagi antenna or a high gain
parabolic dish antenna can increase the signal strength and directionality, but they do not cause impedance mismatch in the cable.
Radio output power above 100 mW but below 400 mW is within the acceptable range for most WLAN devices and does not
cause excessive VSWR in the cable3.: 1: CWNA-109 Official Study Guide, page 77 2: VSWR 3: CWNA-109 Official Study
Guide, page 81

R #38
What primary metric of scanning can stations use to select the best AP for connectivity to the desired BSS?

e A FCS errors in frames transmitted to and from the AP.
¢ B. PING latency when testing against an Internet server.



¢ C. Throughput speed in Mbps.
e D. Signal strength of AP beacons received.

IEf#: D
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When a station scans for available wireless networks, it listens for beacon frames sent by APs. A beacon frame contains information
about the BSS, such as SSID, supported rates, channel, security, etc. The station also measures the signal strength of the beacon
frames, which indicates how well the station can commumicate with the AP. The signal strength is usually expressed in dBm or RSSI
units. The higher the signal strength, the better the connection quality and performance. Therefore, the station can use the signal
strength of AP beacons as the primary metric to select the best AP for connectivity to the desired BSS12. References: CWNA-109
Study Guide, Chapter 6: Wireless LAN Devices and Topologies, page

249; CWNA-109 Study Guide, Chapter 6: Wireless LAN Devices and Topologies, page 243.
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