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Palo Alto Networks Certified Cybersecurity Practitioner 58 ¢ PCCP & 5 [
& (Q44-Q49):

B #44
What are two examples of an attacker using social engineering? (Choose two.)

A. Acting as a company representative and asking for personal information not relevant to the reason for their call
B. Compromising a website and configuring it to automatically install malicious files onto systemns that visit the page
C. Leveraging open-source intelligence to gather information about a high-level executive

D. Convincing an employee that they are also an employee

.—I.Eﬁ: A\ D

fEERA -

Social engineering attacks manipulate human trust to gain unauthorized access or information. Convincing an employee that an
attacker is also an employee builds rapport, lowering defenses for information disclosure or credential sharing. Similarly,
impersonating a company representative and requesting unrelated personal data exploits authority bias to deceive victims. These
tactics exploit psychological vulnerabilities rather than technical flaws and are prevalent initial steps in muilti-stage attacks. Palo Alto
Networks highlights the importance of training, multi-factor authentication, and behavior-based threat detection to mitigate social
engineering risks effectively.

HMA #45
What are two key characteristics of a Type 1 hypervisor? (Choose two.)

A. allows multiple, virtual (or guest) operating systens to run concurrently on a single physical host computer
B. runs within an operating system

C. runs without any vulnerability issues

D. is hardened against cyber attacks

IE%: A\ D

A -

A Type 1 hypervisor, also known as a bare-metal hypervisor, is a software layer that runs directly on the hardware of a physical
host computer, without requiring an underlying operating system. A Type 1 hypervisor can create and manage muiltiple isolated
virtual machines (VMs), each with its own virtual (or guest) operating system and applications. A Type 1 hypervisor is hardened
against cyber attacks, as it has a smaller attack surface and fewer vulnerabilities than a Type 2 hypervisor, which runs within an
operating system. A Type 1 hypervisor also offers better performance, scalability, and resource utilization than a Type 2 hypervisor.
References: 10 Palo Alto Networks PCCET Exam Practice Questions, Palo Alto Networks Certified Cybersecurity Entry-level
Technician v1.0, FREE Cybersecurity Education Courses.



H I #46
Which statement describes a host-based intrusion prevention system (HIPS)?

e A Ttis placed as a sensor to monitor all network traffic and scan for threats.

¢ B. It is installed on an endpoint and inspects the device.

e C. It scans a Wi-Finetwork for unauthorized access and removes unauthorized devices.
e D. It analyzes network traffic to detect unusual traffic flows and new malware.

IEf#: B

TR
A Host-Based Intrusion Prevention System (HIPS) is installed directly on an endpoint device (such as a server or workstation) and
monitors local system activity, including processes, file access, and system calls, to detect and prevent malicious behavior.

B #47
‘Which term describes establishment of on-premises software on a cloud-based server?

e A. Serverless

e B. Dockers

e C. Cloud-hosted
e D. Kubemetes

Ef#: C

fERL:
Cloud-hosted refers to the deployment of traditional on-premises software on cloud-based servers. This approach allows
organizations to run their applications in the cloud without re-architecting them for cloud-native environments.

B #48
Which two statements apply to the SSL/TLS protocol? (Choose two.)

A. It provides administrator privileges to manage and control the access of network resources.
B. It ensures the data that is transferred between a client and a server remains private.

C. It is a method used to encrypt data and authenticate web-based communication.

D. It contains password characters that users enter to access encrypted data.

EfE: B. C
R

SSI/TLS encrypts and authenticates web-based communication to ensure secure data transmission over networks. It ensures
privacy by encrypting the data exchanged between a client and a server, protecting it from interception or tampering, It doesn't
handle user nput like passwords directly.
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